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OVERVIEW

Your access point can functionfour different modes.
The default mode for your access poinAR mode
AP modeis aregularaccess poinfor use in your wireless network.

AP Ontroller mode acts as the designated mastefran AP array(group of

linked access pointsin AP Controllermode the user interface will switch to
Edimax Pro NMS

Managed AP modacts asacslave AP within theAP array (controlled by the
't /2y UNREESNI aYlFAUSNEOOD

In Repeater modehe access pointonnects wirelessly to your existing
2.4GHz and/or 5GHz network and repeats the wireless signal(s).

Operation Mode

Operation Mode AP Mode ¥
AP Mode
AP Controller Mode
|Managed AP mode | Apply || Cancel



|. Product Information

I-1. Package Contents
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CAPZX50 Access Point
Ceiling Mount Bracket
T-Rail MountingKit & Screws

Quick Installation Guide
Ethernet Cable

Power Adapter
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CeilingMounting Kit &Screws
CD

CeilingMount Screw Template
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|-2. System Requirements

- Existing cable/DSL modem & router
- Computer with web browser for access point configuration

I-3. Hardware Overview

Ethernet Port

PowerPort
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[-4. LED Status

LED Color | LEDStatus Description
Blue On The access point is on.
Long Flasimg | Upgrading firmware.

Short Flasing | Resetting to factory defaults.

Amber On Starting up.
Flashng Error.
Off Off Theaccess point is off.
|-5. Reset

If you experience problems with your access point, you can reset the device
back to its factory settings. This resatksettings back to default.

1. Press and hold the reset button on the access point for at least 10
semnds.

A You may need to use ampor similar sharp object to push the
& reset button.

.

\

N z/ d

2. Wait for theaccess pointo restart. Theaccess points ready for setup
when the LED islue.
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I-6. Safety Information
g This device requires professional instaliar.

In order to ensure the safe operation of the device and its users, please read
and act in accordance with the following safety instructions.

1. The access point is designed for indoor use odlynotplace tre access
point outdoors,

2. Do notplace the access poinin or near hothumid placessuch as &itchen
or bathroom.

3. Do notpull any connected cable with forcearefullydisconnect it from the
access point.

4. Handle the access point with cafecidental damage will voitie
warranty ofthe access point.

5. The device contains small parts which amaager to small children under
3 years oldPlease keep thaccess poinbut of reach of children.

6. Do not placethe access point on paper, cloth, or other flammable materials.
Theacces pointmaybecome hot during use.

7. Thereare no userserviceable padinside the access point. If you
experience problems with thaccess point, please contact your dealer of
purchase and ask for help.

8. The access poinis an electrical device aras such, if it becomes wet for
any reason, do not attempt to touch it withoutvitching the power supply
off. Contact an experienced electrical technician forther help.

10. If you smell burning or see smoke coming frthra access point or power
adapter,thendisconnect the access point and power adaptemediately
as far as it is safely possible to do sall @our dealer of purchase for help.
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Il. Quick Setup

Your access point can be up and running in just a few minutes. It can function
as a standlone acess point (AP modegs part d an AP array (Managed AP
mode) or as a wireless repeater (repeater mode).

For use a Managed AP in an AP array, the access point will automatically

switch mode when an AP Controller is configured as describEdimax Pro
NMS.

lI-1.  Initial Setup
1. Connect the access point to a computer Eihernet cable

2.1 2yyS00 GKS LI2oSNI I RFLIGSNI G2 GKS |
power adapter into a power supply using the included cable.

3. Please wait a moment for the ag=point to start up. The access point is
ready when the LED fisue.

4.0 S0 & 2dzNJ 02 Y LIdziiog. MR 2xwHerte x id- aRiiibé & e (0 2
range3 ¢ 100. If you are unsure how to do this, please refer to the user
manual for more information.

4 Pleaseensure there are no other active network connections on
&% your computer (disconnect \AKi connections and Ethernet
cables).
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a web browser.

EDIMAX 3P

LD22A1§8(R Ario tHe SRLIbazbf (i |

6. You will be prompted for a username apdssword. Enter the default

dza SNy I YS

Al RYAVY €

LD

Connect to 192,168.2.2
=
A

The server 192.168.2.2 at localhost requires a username and
password.

User name: ﬁ admin Y:
\
Password: oy
("] Remember my password

I VvER38 ®S RSTFIF dzf O |

@aiSY LYT2NJ

» Wireless Clients
» Wireless Monitor

* Log

Information Network Settings

Wireless Settings

Home | Legout | | Globkal (English) ¥

Management Advanced Operation Mode

System Information

Model
Product Mame

Uptime

System Time

Boot from

Firmware Version
MAC Address
Management VLAN ID
IP Address

Default Gateway

DNS

DHCP Server

Wired LAN Port Settings

Wired LAN Port
LAMN1

APS0MFOZ000000
0 day 00:04:15
2012/01/01 00:04:
Internal memory
1.3.0
30:1F:02:00:00:00
1

32

182 168.0.108 | Refresh

182.168.0.1
192.168.0.1
192.168.0.1

Status
Connected (100 Mbps

VLAN Mode/ID

Ful-Duplex) Untagged Port / 1
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8. Please follow the instructions below li2. Basic SettAingH) configure the
I O0S&aa LJ2AyY U@ ése asladtan@alode R in AB/nbde. F

For use a Managed AP in an AP array, the access point will automatically
switch mode when an AP Controller is configured as describEdimax Pro
NMS.

To use the AP as an AP Controller (master) in an AP arrayta&dimax Pro
NMS.

II-2. AP Mode: Basic Settings

The instructions below will help you to configure the following basic settings
of the access point:

LAN IP Address

2.4GHZ 5GHz SSID & Security
Administrator Name &Password
Time & Date

“ It is recomma&ded you configure these settings before using the

&% access point.

l.¢2 OKFy3asS GKS | 00844 wBhigansy [ S6
a [ tside IP Addressand you will see the screen below.

LAN-zide IP Address

IP Address Assignment DHCP Client r

IP Address 192.168.2.2

Subnet Mask 255.255.255.0

Default Gateway From DHCP

Primary DNS Address From DHCP » |[0.0.0.0
Secondary DNS Address From DHCP + ||0.0.0.0

2. Enter the IP address settings you wish to use for yagess point. You
can use a dynamic (DHCP) or static IP address, depending on your network

7
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for the access point to reload.

“2 KSYy @2dz OKFy3S &2dzNJ | O0OS&ad LRAY(
&% the new IP address to access the browser based configuration
interface instead of the default IR92.168.2.2.

3.¢2 OKIy3S GKS {{L5 2F &2dNJ | 00544
tod 2 ANBE Saa { Sdibgy I8 DEnREGOED ISSIor
82dzNJ HPnDIT BANBESaa ySie2N] Ay (K

To utilize multiple 2.4GHz SSIDs, open the drop down menu
“ labelledd 9 Y I 6 £ S { farid 5elegt How in&NBSIDs you

require. Then enter a new SSID in the corresponding numbered
fASt RAa 0St2¢6> 0STF2NBE Ot AO{AYy3 a! LI

2.4GHz Basic Settings

Wireless Enable '*' Disable

Band Mbign v

Enable $5ID number 1 -

$SID1 307T1F6_G VLAN ID |1

Auto Channel *! Enable Disable

Auto Channel Range Ch1-11 +

Auto Channel Interval One day r

Change channel even if clients are connected
Channel Bandwidth Auto v
BSS5 BasicRate Set 1,255 11 Mbps ¥
4,¢2 O2yTAIdINB GKS aSOdzNRGe 27F &2 dzN

network(s), gotax 2 A N S a & 2.4GH 1 1ibgly IBecudE. Belect
by &! dzi KSydaoOl ﬂxzy-fal@IGKﬁReYS@' B M
K¢ RSLISYRAY3I 2y @&2dzNJ OK2A OS> (KSy

“ If using multiple SSIDs, specify which SSID to configure using the
& 4G{{L5¢ RNRLI R2gYy YSYydzo



FDIMAX (%

2.4GHz Wireless Security Settings

551D S071FE G v

Broadcast 5510 Enable

Wireless Client Isolation Disable v

Load Balancing 50 i50

Authentication Method Mo Authentication v

Additional Authentication Mo additional authentication d

O.Gotoa 2 A NBf Saa H Salpinilyl3and repeér steps & #fcr
0KS | O0Saa LRAY(IQA pDIIT @6ANBtSaa vy

6. To change the administrator name and password for the browser based
configuration interface, go tdManagement  Admiag.

Accounnt to Manage This Device

Administrator Mame |admin |

|o.oo| |{4—32 Characters)

Adminisirator Password

|o.oo| kConﬁrm]

7./ 2YLX SGS GKS da!' RYAYAAGNI G2NJ bl YS§¢
YR Of AO1 d&! LI &8¢ o

8. To set the correct time for yowaccess point, go tdManagement B
ocDate and Time.
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Date and Time Settings

2012 |Z| Year |Jan |Z| Month | 1 |Z| Day

i |Z| Hours 00 |Z| Minutes |00 |Z| Seconds

Local Time

’ Acquire Current Time from Your PC ]

NTP Time Server

Use NTP |:| Enable

Server Name

Update Interval hours

Time Zone

Time Zone | (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London |Z|

O. Set the correct time and time zone for your access point using the drop
down menus. The access point also supports NTP (Network Time Protocol)
so alternatively you can enter the host name or IP addref a time server.

[ T AO0] d! L)X éé¢ gKSY @&2dz  NBE FAYAAKSE

A 2dz Oy dzaS GKS a! Ol dzA NB [/ dzZNNB y
&% you wish to set the access point to the same time as your PC.

10. The basic settings of your access point are now configured. Please

refer to IV. Hardware Installatiorfor guidance on connecting your access
point to a router or PoOE switch

10
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II-3. Repeater Mode

When you set theoperation modeto repeater mode the AP will not get an IP
address from the router/root AP. You will need to 8e2 dzNJ O2 Y LJdzii S N
address and use the APs default IP address to access the Ul for the first time,
refer to Appendixfor more help.

WirelessSettingsA WirelessExtenderdisplays details about the APs wireless

connection in repeater mode and enables youcbnnect to a source SSID and
configure the new (repeater) SSID. Settings are savedofites.

Operation Mode

Operation Mode | Repeater Mode v |
AP Mode

| Managed AP mode

1.{SdG & 2dzNJ O2 Y LIdziio3. NeB Z xwHerte x id aRBwa & the G 2
range3 ¢ 100.

» Please ensure there are no other active network connections on
&% your computer (disconnect ki connections and Ethernet
cables).

2.9y 38N GKS | 00843 LI22KN§B(RTInHo the SRLIbazdbf (i |
a web browser.

Sl @ http//192.168.2.2

3. You will be prompted for a us@ame and password. Enter the default
dza SNY I YS ol RENFY dzf iy RB4&a@ S 2 NR  d
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4. Go toWirelessSettingsA WirelessExtender

EDimax GZ

Home | Logout | | Global (English) ¥

OAP1T750 Information Network Settings = Wireless Settings Management Advanced Operation Mode
v

Yvireless Settings

Wireless Extender

Wireless Extender

. .

s 2 s 1160 Site Survey Wireless 24G /56 ) 246 ) 5G| Scan |
Basic
Advanced Wireless 2.4GHz
Security

Ch S5ID

MAC Address Security Signal (%) Type

*» 5GHz 11ac 11an ‘fou can click Scan button to start.

Basic
Advanced Wireless SGHz

Security

Ch SSID MAC Address Security Signal (%) Type

> WPS Wou can click Scan button to start.
> MAC Filter
> WMM

» Schedule

5.ClickScarto search for and display available SSIDs and®#tdctto
connect to an available source SSID. SSIDs can be configured independent
for each frequency 2.4GHz & 5GHz

Wireless Extender

® Wireless 2.4G /56 240G 56 | 5S¢

Site Survey

Wireless 13.4GHz ( 12 Accesspoints )

Select Ch

551D

1 FuzzyBear
matt

Living Reom TV
TPE-Free_CHT
1f

max 366799
JackWaP
Jackchen
DIRECT-Va-BRAVIA
lizo's Metwork

0 CHT Wi-Fi Auto
1

mia:xsong

- S - W =

=

EE—

MAC Address
Ef:CC18441E:9
FC.75:16:EC:F9:88
FABF CASEDC: 47
B0:C5.34.FE.F3.FT

54:09:80:7B:4F:13
F&:35:DD:7T4:1F:36
F4.EC: 38 EA1BES
D8:FEE3:.44:8D:43
56:35: 30 AA T2 AF

68:48:60:538:75:51

B0:C5:54.FB:F5:FO
E8: 9% C4C34AFE

12

Security

WRAIPSKWPAZPSKIAES

WPAZPSKIAES
HOME
MOME

WPATPSKWPAZPSK ITKIPAES

WPAZPSKIAES

WRAIPSKWPAZPSKIAES

WPAZPSKIAES
WPAZPSKIAES
WRAZPSKIAES

WRATWPAZITEIPAES

WPAPSK/TEIPAES

Signal (%) Type

2
100
98
22
3
95
G2
67
53
39
15
25

big/n
big/n
b'g/n
big/n
big/n
b'g/n
big/n
big/n
b'g/n
big/n
big/n
b'g/n
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6.Edit the newextendedSSID according to your preference and enter the
security details for the source SSID, and then €icknect

Wireless Create profile

S5ID matt

Extended 55ID matt

Authentication Method WPA-PSK ¥
WPA Type WPAZ Only v
Encryption Type AES ¥

Pre-shared Key Type Passphrase r
Pre-shared Key ( [ ,

| Connect [l Cancel |

{.The AP in repeater mode will establish a connection to the source SSID anc
repeat the extended SSID. The repeatemdPbecome a DHCP client of
the router/root AP. Switch your computer back to a dynamic IP address.

Internet Protocol Version 4 (TCP/IPvd) Properties >

General  Alternative Configuration

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
() Use the following IP address:

(@) Obtain DNS server address automatically

() Use the following DNS server addresses:
]
R

Validate settings upon exit Advanced. ..

Cancel

13
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8.To access the web U.I. use the WRp://edimax.setup.com when
connected to the same network as the repeater, or check your router/root
It Q& 0 RSYIBANXNAYS (KS NBLISHIOISNDaA

€ C [3 edimax.setup.com

14
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1. Hardware Installation

1l-1. Connecting the access point to a router or PoE switch

1/ 2yySOG  NRdzi SNJ 2 NJ t A8Npartading &K § 2
Ethernet cable

()| |©

use LAN(PoE) 12VDCIN

Router PoE Switch

2. If you are using a router, then
connect the power adapter to the
I 00Saa LR2AYy(IQa
plug the power adapter into a
power supply.

44 Do not use the power
~ adapter if you are using a
PoE switch. :

PoE Switch

15
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1-2. Mounting the access point to a ceiling

To mount the access point to a cegirplease follow the instructions below
and refer to diagraniA & B.

For Wooden Ceilings (refer to diagram A):

1. Place the ceiling mount bracket to a ceiling in your desired location and
use the included screws x 4 to fix it into plage (

2. Attach the acess point to the ceiling mount bracket by aligning the
grooves in the access point to the ceiling mount, as showin in

3. Secure the access point firmly in place using the included screw as shown
iniii.

For Other Ceilings (refer to diagram B):

1. Drill four holes in your ceiling using the ceiling mount bracket as a guide,
and insert the four included wall plugs/screw anchays (

2.Align the ceiling mount bracket with your wall plugs/screw anclamduse
the included screws x 4 to fix it into placs.(

3. Attach the access point to the ceiling mount bracket by aligning the
grooves in the access point to the ceiling mount, as showiin in

4. Secure the access point firmly in place using the included screw as shown
iniv.

16
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11-3. T-Rail Mount
To mount the access point to aRail, please follow the instructions below
and refer to diagranC, D& E

1. select the correct sizeRail bracket from the two sizes which are
included in the package contents.

2. Attach the TRail bracketo the ceiling nount usingthe includedscrews x
2 as shown in.

A You can use the included bracket and longer scréfw®ou need
~ more space betweethe access point and the-Rail.

3. Attach the access point to the ceiling mount bracket by aligning the
grooves in the aass point to the ceiling mount, as showniiin

4. Secure the access point firmly in place using the included screw as shown
in iif.

5.Clip the access point onto yowRail using the now attachedRail
bracket.

19
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V. Browser Based Configuratmolnterface

. In Managed AP mode some functions of the browser based
&% configuration interface are disabled. Please use Edimax Pro NMS
on your Controller AP to configure your Managed AP(S).

The browsetbased configuration interface enables you to configtire

I 00Saa LR2AY(IQa | RRLFSICarBs aFaide ofdaNdhded ¢
functions such as MAC filtering, MAC RADIUS authentication, VLAN
configurations, up to 32 SSIDs and many more. To access the browser based
configuration interface:

1. connect aomputer to your access point using an Ethernet cable.

2.9y 08N 82dzNJ  00S3aa LRAYGQa Lt FRRN
I O0Saa LRAY(IQa 1R3@B2AHz 0 Lt F RRNBAA

3. You will be prompted for a username and password. The default
usernameisi F RYAY £ YR (KS 1RXZETI diaf Ki2 ded K& aAc
recommended that you change the password during setup {$&€e Basic
Settingy.

4 Ifyou cannot remember your password, reset the access point
& back to its factory default settings. Refer teb. Reset

4, 2dz oAttt FNNAOS G GKS a{e&adisSy Ly
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»
FDIMAX (5 1+ Home | Logout | | Global (English) ¥

Information Network Seifings Wireless Settings Management Advanced Operation Mode

e —————

» Wireless Clients

¥ Wireless Monitor Model
Product Mame APB0MFOZ000000

3 Log Uptime 0 day 00:04:15
System Time 2012/01/01 00:04:32
Boot from Internal memory
Firmware Version 1.3.0
MAC Address 80:1F:02:00:00:00
Management VLAN ID 1
IP Address 192.168.0.108 | Refresh
Default Gateway 192.168.0.1
DNS 192.168.0.1
DHCP Server 192.168.0.1

Wired LAN Port Settings

Wired LAN Port Status VLAN Mode/lD
LAMA1 Connected (100 Mbps Full-Duplex) Untagged Port / 1

5.Use the menu across the top and down the left side to naeidalick
G! LILJ &¢¢ G2 al @S OKFy3dSa |yR NBf 2 F

changes.
Cancel |

A Please wait a few seonds for the access point to reload after you
& 51 LI ee OKIy3dSas a akKz2gy o0St2¢609

Configuration iz complete. Eeloading now... Flease wait for seconds.

6. Please refer to the following chapters for full descriptions of the browser
based configuration interface features.
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IV-1. Information

Information Metwork Settings ireless Settings Management Advanced Operation Mode

A Screenshots displayed are exgihes. The information shown on
your screen will vary depending on your configuration.

IV-1-1.  System Information
_¢K§ G{e@aidsSY LYT2NXYIGAZ2Y
system infemation about the access point.
Sptem

Model

Product Name APBIMFO2T5EFAZ
Uptime 0 day 00:33:18
System Time 20120101 00:55:18
Boot from Internal memaory
Firmware Version 1.3.0

MAC Address 80:1F:02:75:.EF Al
Management VLAN 1D 1

IP Address 192.168.0.107 | Refresh
Default Gateway 192.168.0.1

DNS 192.168.0.1

DHCP Server 192.168.0.1
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Wired LAN Port Settings

Wired LAN Port Status VLAN Mode/ID
LAMN1 Connected (100 Mbps Full-Duplex ) Untagged Port / 1
USE net Dizsconnected (---) Untagged Port / 1
Wireless 2.4GHz
Status Enabled
MAC Address 80:1F:02: 75 EF:.A8
Channel Ch 2 (Auto)
Transmit Power 100%
RSSI -91/-83/-80
Wireless 2.4GHz /S5ID
Authentication Encryption Additional Wireless Client
L Method Type L UL Authentication Isolation
EDNMAX-TSEFA Mo additiznal
Mo Authentication Mo Encryption 1 Disabled
8 G authentic aticn

Wireless 2.4GHz f'WDS Disabled

MAC Address Encryption Type VLAN Mode/ID
Mo WDS entries.

Wireless 5GHz

Status Enabled
MAC Address 8001F.02:75.EF:AS
Channel Ch 36 + 40 + 44 + 48 (Auto)
Transmit Power 100%
R55l o
Wireless 5SGHz /SSID
Authentication Encryption Additional Wireless Client
==l Method Type CEAIL Authentication Isolation
EDNMAR-TSEFA Mo additicnal
Mo Authentication Mo Encryption 1 Disabled
8_A authentic ation
Wireless 5GHz 'WDS Disabled
MAC Address Encryption Type VLAN Mode/ID
No WDS entries.
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System

Model

Displays the model number tdfe access
point.

Product Name

Displays the product name for reference,
g KAOK O2yaAata 2F a!

Uptime Displays the total time since tloevice was
turned on.
Boot From Displays information for the booted

hardware, booted from eitheUSB or internal
memory.

FirmwareVersion

Displayghe firmware version.

MAC Address Displayghel OO0Saa LIR2AY(Qa
Management VLAN| Displaygshe management VLAN ID.
ID
IP Address Displays the IP address of thisvice.Click

d wS T NB & &ethisivalue.dzLIR
Default Displays the IP addresstbk default
Gateway gateway
DNS IP address of DNS (Domain Name Server)

DHCP Server

IP address of DHCP Server.

Wired LAN Port Settings

Wired LAN Port

Specifies which LAN pokiSB is the LAN por
attached via mini USB adapter.

Status

Displays the status of the specified LAN pofr
(connected or disconnected).

VLAN Mode/ID

Displays the VLAN mode (tagged or untagg
and VLAN ID for the specified LAN port. Se
IV-2-3. VLAN

Wireless 2.4GHbSGHz)

Staus Displays the status of the 2.4Gblz5GHz
wireless (enabled or disabled).

MAC Address Displayghel OO0Saa LIR2AY(Qa

Channel Displays the channel number the specified

wireless frequency is using for broadcast.

Transmit Power

Displaygshe wireless radio transmit power
level as a percentage.

RSSI

Displays Received Signal Strength Indicato
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Wireless 2.4GHGBGHz) SSID

SSID Displayghe SSID name(s) fdine specified
frequency.

Authentication Displayghe authentication method fothe

Method specified SSID. SBé3. Wireless Settings

Encryption Type Displayghe encryption type for the specified
SSID. Se&/-3. Wireless Settings

VLAN ID Displays the VLAN ID for the specified SSI[
SeelV-2-3. VLAN

Additional Displayshe additional authentication type fa

Authentication the specified SSID. SBE3. Wireless Settings

Wireless Client Displays whether wireless client isolation is

Isolation use for the specified SSID. 3¢&€-3. VLAN

Wireless 2.4GHGBGHz)Y WDS Status

MAC Addres Displayghe peerl OOSaa LI2AVYI
Encryption Type Displays the encryption type for the specifie
WDS SeelV-3-1-4. WDS

VLAN Mode/ID Displays the VLAN ID for the specii@®S
SeelV-3-1-4. WDS

Refresh Click to refresh all information.

Extender Mode:

Wireless 2.4GHz

Connection 5tatus Connected
Source 551D matt

Extended 551D matt
Authentication Method WRPAZ-PSK
Encryption Type AES

MAC Address DZ2AF.02:73EF.AS
Channel Ch 11

Transmit Power 100%

RS5El -41/-37/-33

Wireless 2.4GHBGHz) SSID. - i
Connection Status |/ dzZNNby u aul ddza 27+ 0f
SourceSSID Displayghe SSID name(s) for K S NJX LJj

26




EDIMAX 3P

source.
Extended SSID Displayghe SSID name(®)f the repeater.
Authentication Displayghe authentication method for the
Method specified SSID. SBé3. Wireless Settings

Encryption Type Displayghe encryption type for the specified
SSID. Se&/-3. Wireless Settings

MAC Address Displayghel OO0Saa LIR2AY(lQa

Channel Disphys the channel number the specified
wireless frequency is using for broadcast.

Transmit Power Displayghe wireless radio transmit power

level as a percentage.

RSSI Displays Received Signal Strength Indicato
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IV-1-2. Wireless Clients
information about all wireless clients
connected to the aaess point on the 2.4GHx 5GH4requency.

Refresh Time

Auto Refresh Time * 5 seconds 1 second Diis able
Manual Refresh Refresh

2.4GHz WLAN Client Table

Signal Connected Idle

# S3ID MAC Address Tx Rx | . . Vendor
(%) Time Time

EDIMAX-TSEF A 15 123.7

1 AT IIEDC 4T 100 6 minSsecs 0 Google
8 G MBytes KBytes
EDIMAX-TSEF A .38 1 min 54 LG

2 F&:ASDO0B.TD:AS 39.2 KBytes 100 0
8 G KBytes 5eCs Electronics

5GHz WLAN Client Tahble

Signal Connected Idle

# 53D MAC Address Tx Rx | ; . Vendor
(%) Time Time
EDIMAX-TSEF A 243 164.7 1 min 46 ASUSTek
BC.EE.TB 4B FA 34 100 0
8_A KBytes KBytes Secs COMPUTER IMC.

Refresh time

Auto Refresh Time | Select a time interval for the client table list
automatically refresh.

Manual Refresh Clickrefresh to manually refresh the client
table.

2.4GHz (5GHz) WLAN Client Table

SSID Displays the SSID which the client is
connected to.

MAC Address Displays the MAC address of the client.

TX Displays the total data packets transmitted
the specifiecclient.

Rx Displays the total data packets received by
the specified client.
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Signal (%) Displays the wireless signal strength for the
specified client.

Connected Time Displays the total time the wireless client hg
been connected to the access point.

Idle Time Client idle time is the time for which the clie
has not transmitted any data packets i.e. is
idle.

Vendor ¢tKS @SYR2NJ 2F (KS Of

displayed here.
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IV-1-3. Wireless Monitor

Wireless Monitor is a tool built into the aess
point to scan and monitor the surrounding

GANBKt Saa SYOANRYYSyluod {StSO0 |
all SSIDs within range along with relevant details for each SSID.

Wireless Monitor

Site Survey

Channel Survey result

Wireless 2.4GHz

®) Wireless 246756 (U246 (s | Scan

Export

Ch 5510 MAC Address

1 Matt 00:EQ:4C:31:96:C1

Security Elﬁ_r;ﬂl Type Vendor
e
REALTEK
WPAZPSKIAES 100 11b/géin SEMICONDUCTOR
CORP.

Wireless SGHz

Ch S55ID MAC Address Security Signal (%) Type Vendor

“ou can click Scan button to start.

Wireless Monitor

Site Survey

Select which frequency (oiokh) to scan, and
Of AO]l a{Olyé¢ 02 0S3)

Channel Survey
Result

(i
Il FGOSNI I a0y Aa O2Yl
the results to local storage.

Site Survey Results

Ch

Displayghe channel number used by the
specified SSID.

SSID Displayghe SSID identiéd by the scan.

MAC Address Displayghe MAC address of the wireless
router/access point for the specified SSID.

Security Displays the authentication/encryption type

of the specified SSID.

30
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Signal (%) Displays the current signal strength of the
SSID.

Type Displays the 802.11 wireless networking
standard(s) of the specified SSID.

Vendor Displays the vendor of the wireless

router/access point for the specified SSID.
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I\V-1-4. Log

_ The system log displays system operation

information such as up time anconnection
processes. This information is useful for network administrators.

&When the log is full, old entries are overwrittetdse the Search
function to quickly locate log entries.

All Events/Activities

Search Match whole words
IDw Date and Time Category & Severity & Users & Events/Activities
WLAN[5G], Best
channel selection start,
72 2012/01/01 00:04:45 SYSTEM Low admin
switch to channel 36 +
40 + 44 + 48
WLAM[Z.45], Best
7 20120101 00:04:41 SYSTEM Lowr admin channel selection start,
switch to channel 2
Save Click to save the log as a file on your local
computer.
Clar Clear all log entries.
Refresh Refresh the current log.
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The following information/events are recorded by the log:

E USB
Mount & unmount
E Wireless Client
Connected disconnected
Key exchangsuccess & falil
E Authentication
Authentication fail osuccessill.
E Association
Success or fall
E WPS
M1 - M8 messages
WPS success
E Change Settings
E System Boot
Displayscurrent model name

E NTP Client
E Wired Link
LAN Port link status and speed status
E Proxy ARP
Proxy ARP module staitstop
E Bridge
Bridge start& stop.
E SNMP
SNMP server sta& stop.
E HTTP
HTTP star& stop.
E HTTPS
HTTPS staf& stop.
E SSH
SSktlient ®rver start& stop.
E Telnet
Telnetclient ®rver start or stop.
E WLAN(2.4G
WLAN(2.4G]channel status andountry/region status
E WLAN(5G)

WLAN(5G) channel statusand country/r egion status
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V-2, Network Settings

Information Network Sethings Wireless Settings Management Advanced Operation Mode

A Screenshots displayed are examples. The information shown on
— your screen will vary depending on your configuration.

IV-2-1. LANSIide IP Address

¢tKS 4ARB Lt | RRNBaag LI
_ configure your access point on your Local Area
Network (LAN). You can enable the access point to dynamically receive an IP
 RRNBaa FTNRY &2dzNJ NBdzi SNR&a 51/t &SN
for your access point, as well as configure DNS servers.

AT 100833 LRAYGIQA RSTFlLdA G Lt |

LAN-side IP Address

IP Address Assignment DHCP Client r

IP Address 192.168.2 2

Subnet Mask 255.255 2550

Default Gateway From DHCP

Primary DNS Address From DHCP « |0.0.0.0
Secondary DNS Address From DHCP « |0.0.0.0

LANSside IP Address
IP Address {SEtSO0 a51/t [ tASY(:
Assignment be assigned a dynamic IP address from yot
NRB dzi SNR& 51/t aSNDSI
manually specify a atic/fixed IP address for
your access point (below).

IP Address Specify the IP address here. This IP addres
will be assigned to your access point and w
replace the default IP address.

Subnet Mask Specify a subnet mask. The default value is
255.255.25.0
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Default Gateway |C2NJ 51/t dzaSNBRZX &St !
default gateway from your DHCP server or
G! B5SINFAYSRE (2 Sy dSN
For static IP users, the default value is blan

51/t dzaSNB Oly aStSOd (2DHEBdr ménbafly & S
enter a value. For static IP users, the default value is blank.

Primary Address | DHCP users can seléclC N2 Y tb dgef t
LINAYl NE 5b{ &SNISNI;:
G ! &559\F A y dahdallyerdter a value. Fc
static IP users, the detfi#t value is blank.
Secondary Address Users can manually enter a value when DN
serveQ @rimary address is set to
oUserDefined.
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IV-2-2. LAN Port

CORRRIFGFIIN ©." . < i <etings for your access
configure the settings for your access

LR2AYyGQa (62 @pBR [!'b 09 0KSNY

Wired LAN Port Settings

Wired LAN Port Speed & Duplex Flow Control 802.3az
LAN Auto v Enabled Enabled ¥

LSE net Auto ¥ Enabled Enabled -

Wired LAN Port |dentifies LAN portUSB is the LAN port
attached via mini USB adapter.

Enable Enable/disable specified LAN port.
Speed & Duplex | Select a speed & duplex type for specified L/
L2NIZ 2NJ dzasS GKS a! d
operate up to 1000Mbps and futduplex
enables simultaneous data packet
transfer/receive.

Flow Control Enable/disable flow control. Flow control can
pause new session request until current date
processing is complete, in order to avoid
device overloads undaéheavy traffic.
802.3az Enable/disable 802.3az. 802.3az is an Energ
Efficient Ethernet feature which disables
unused interfaces to reduce power usage.
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IV-2-3.  VLAN

¢CKS d+x[! bé O+ANIdz f
enables you to configure VLAN settings. A

VIAN is a local area network which maps
workstations virtually instead of physically and allows you to group together

or isolate users from each other. VLAN 1[2s4095are supported.

& VLAN IDs in the rangké¢ 4095are supported.

VLAN Interface
Wired LAN Port VLAN Mode VLANID
L&MA Untagged Port ¥ 1
USE net Untagged Port * 1
Wireless 2.4GHz VLAN Mode VLAN ID
5510 [EDIMAX-TSEFAS_G] Untagged Port 1
Wireless 5GHz VLAN Mode VLAN ID
5310 [EDIMAX-TSEFAS_A] Untagged Port 1

Management VLAN

VLAN ID 1

VLAN Interface

Wired LAN Identifies LAN pomumberandwireless SSIDs

Port/Wireless USB is the LAN port attached via mini USB
adapter.

VLAN Mode {SEtSO0 da¢l IIASR t 2NI¢E
specified LANhterface.

VLAN ID Set a VLAN ID for specified interface, if
G! yOIRITENL ¢ Aa aStSO

Management VLAN

VLAN ID Specify the VLAN ID of theanagement VLAN

Only the losts belonging tahe sameVLAN car
manage the device
37
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IV-3. Wireless Settings

Information MNetwork Settings Wireless Setiings Management Advanced Operation Mode

AScreenshotS displayed are examples. The information shown on
~ your seeen will vary depending on your configuration.

IV-3-1. Wireless Extender

& Only available in Repeater Mode

_ Thewireless extender page displays details
about the APs wireless connection in repeater
mode and enables you to connect to a source SSID anftjoce the new
(repeater) SSID. Settings are savegradiles. ClickScanto search for and

display available SSIDs anlitkSelectto connect to an available SSID. SSIDs
can be configured independently for each frequency 2.4GHz & 5GHz.

Wireless Extender

Site Survey ) Wireless 2.4G / 5G 240G 3G Sc

Wireless 2.4GHz ( 12 Accesspoints )

Select Ch SSID MAC Address Security Signal (%) Type
1 FuzzyBear Ef:CCI18441EM WPATPSKWPAZPSE/AES 2 big/n

L matt FC:75:16:EC.F9:38 WPAZPSKIAES 100 bigin
’w Living Roeom TV FaBF.CASE.0C 47 HMOME 98 bl/g/n
Y :—I} TPE-Free_CHT BO0:C5:54:FBFSFT MOME 22 big/n

1 if 64:09:80:7E:4F:13 WPATPSKWPLZPSK /TKIPAES 3 b'g/n

6§ max366799 F8:35:00:7T41F:36 WPAZPSKIAES 95 big/n

7 JackWap F4.EC:38:EA1BER WRPAIPSKWPLAZPSKIAES G2 big/n

10 Jackchen 08:FEE3:A4:90:48 WPAZPSK/AES 67 big/n

7 DIRECT-VE-BRAVIA 5635 30AATZAF WPAZPSKIAES 33 big/n

T liac’s Metwork 68:48:60:5B:75:51 WPAZPSKEIAES 39 bigin

10 CHT Wi-Fi Auto BO:C5:54:FB:F5:F0 WPATWPAZTEIPAES 15 big/n

11 maxsong ES:99.C4:C3 44 F8 WPAPSKITKIPAES 25 big/n
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Wireless Create profile

ZEID
Extended SSID

Authentication Method

WPA Type
Encryption Type
Pre-shared Key Type

Pre-shared Key

Connect || Cancel

matt

matt

WPA-PSK ¥
WPAZ Only *

AES ¥

F’ass%hrase r

Wireless 4GHz/5GHz

Select Click to select an SSID and display a Gesate
Profile window to enter security information
(below).

Channel Displays the channel number of listed SSID.

SSID Displays the SSID.

MAC Address Displays the MAC address of specified SSID

Security Displays the existing security type for listed
SSID.

Signal (%) Displays the available signal strength for liste
SSID.

Type Displays the wireless 802.11 standard for ea

SSID.

Wireless Create Profile

SSID

Displays the selected source S&IDthis
profile.

Extended SSID

Edit the new SSID for this profile.

Authentication
Method

Sdect the source SSIDs authentication meth
and enter encryption key/prshared key
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IV-3-2. Profile List
A Only available in Repeater Mode
Repeater mode g@ngs are saved as profiles.
_ Profiles can be edited and multiple profiles

can be created to switch between profiles
easily as required. Select an existing profile and Eldikor Connect

Wireless 2.4GHz Current Setting

SSID Authentication Method Encryption Type
miatt WPAZ-PSK AES

Wireless 2.4GHz Profile List

Select 53D Authentication Method Encryption Type
matt WPAZ-PSK AES
dit | Connect
R

Wireless Create profile

S5ID matt

Extended 55ID matt

Authentication Method WPA-PSK ¥
WPA Type WPAZ Only v
Encryption Type AES ¥

Pre-shared Key Type Passphrase r
Pre-shared Key ( I !

| Connect [l Cancel |

Wireless Create Profile

SSID Displays the selected sourcelB%or this
profile.

Extended SSID Edit the new SSID for this profile.

Authentication Sdect the source SSIDs authentication meth

Method and enter encryption key/prshared key.
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IV-3-3. 2.4GHz 11bgn
¢KS dGuednDIT wmMmoIyé YSy

* 2.4GHz 11bgn and canfigure information for your access

LR2AYy(iQa nHonDI 1 ¢AMBt Sa
categories Basic, Advanced, Security, WDS & Schedule.

IV-3-3-1. Basic

¢ aONBSy RAAL
a LB2rketywarkds). H ®n

2.4GHz Basic Settings

Wireless *' Enable Disable
Band 1bigin
Enable S50 number 1 -
55ID1 EDIMAX-TSEFAB G VLAM 1D |1
Auto Channel ®' Enable Disable
Auto Channel Range Ch1-11
One day ¥

Auto Channel Interval
Change channel even if clients are connected

Channel Bandwidth Auto T

B5S BasicRateSet 1,2,5.5,11 Mbps r
Auto Channel Enable '* Disable
Channel Ch 11, 2462MHz ~
Channel Bandwidth Auto, +Ch 7 v
BSS BasicRateSet 1,2.5.5.11 Mbps v
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Wireless 9yl o6fS 2NJ RAAaAlIoO6tS 0l
wireless radio. When disabled, no 2.4GHz
SSIDs will be active.

Band Select the wireless standard used for the

access point. Combinations of 802.11b,
802.11g & 802.11n can be selected.

Enable SSINumber

Select how many SSIDs to enable for the
2.4GHz frequency from the drop down men
A maximum of 16 can be enabled.

SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID can consist of any
combination of up to 32 alphanumeric
characters.

VLAN ID Specify a VLAN ID for each SSID.

Auto Channel

Enable/disable auto channel selection. Autg
channel selection will automatically set the
gANBEt Saa OKIyySt TF2I
frequency based on availability and potentia
interference. Wherdisabled, select a channé
manually as shown in the next table.

Auto Channel Rangg

Select a range from which the auto channe
setting (above) will choose a channel.

Auto Channel
Interval

Specify a frequency for how often the auto
channel setting will obck/reassign the
gANBEt Saa OKIyySt o
OKIyySt S@Sy AF Of
according to your preference.

/|
A

Channel Bandwidth

Set the channel bandwidth: 20MHz (lower
performance but less interference), 40MHz
(higher performance bt potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRateSet

Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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When auto channel is siabled, select a wireless channel manually:

Channel Select a wireless channel fraht 11.
Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), 40MHz
(higher performance but potentially higher
interference) or Ato (automatically select
based on interference level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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IV-3-3-2. Advanced

_ These settings are for experienced usen$yo
Please do not change any of the values on this

page unless you are already familiar with these functions.

A Changing these settings can adversely affect the performance of
&= your access point.

2.4GHz Advanced Settings

Contention Slot

Preamble Type

Guard Interval

802.11g Protection @ Enable (O Disable
802.11n Protection ® Enable () Disable

DTIM Period 1 | (1-255)

RTS Threshold 2347 | 1-2347)
Fragment Threshold 2346 | (256-2346)
Multicast Rate

Tx Power

Beacon Interval 1100 | (40-1000 ms)
Station idle timeout |Er[] | (30-55535 seconds)

ContentionSlot [{ St SO0 & { K 2 tNdiv&luezsad dof
contention windows in WMM (seB/-3-6.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancy Chebk)ck for
communication between thaccesspoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl YofSé¢d
Guard Interval Set the guard interval shorter intervatan
improve performance.
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802.11g Protection| Enable/disable 802.11g protection, which
increases reliability buteduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but racces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wirelasslio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. e
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate fomulticast packets or
dza S GKS a! dzizé asSiaiaa

Tx Power Set the power output ofhe wireless radio. Yo

maynot require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.

Beacon Interval Set the beacon interval dhe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station isstill alive/active.
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IV-3-3-3. Security

_ The access point provides various security options
(wireless data encryption). When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

A Q& SaaSyuaAalrt G2 O2yFAIdzZNBE HANBE S
unauthorised access to your network.

A Select hardo-guess passwords which include combinations of
numbers, letters and symbols, and change your password

regularly.

2.4GHz Wireless Security Settings

5SID EDIMAX-TEEFAS G v

Broadcast 551D Enable

Wireless Client Isolation Disable ¥

Load Balancing 50 150

Authentication Method Mo Authentication v

Additional Authentication Mo additional authentication d

2.4GHz Wireless Advanced Settings

Smart Handover Settings
Smart Handover Enable '® Disable

R55l Threshold -80 ¥ | dB
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2.4GHz Wireless Satty Settings

SSID Selection Select which SSID to configure security setti
for.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will not be vide as an available VWi
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client Enable or disable wireless client isolation
Isolation Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks o cb y
usernames and passwords.

Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Sé&bad
balancing value (maximus0).

Authentication Select an authentication method from the dr¢
Method down menu and refer tohe information
below appropriate for your method.
Additional Select an additional authentication method
Authentication from the drop down menu and refer to the

information below (V-3-1-3-6.) appropriate for
your method.

2.4GHz Wireless Advanced Seajsn

Smart Handover Enable or disable smart handover.

RSSI Threshold Set the Received Signal Strength Indicator

(RSSI) threshold to maintain quality connect
speeds (minimum receiver sensitivity require
for a connection).
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IV-3-3-3-1. No Authenticatbn

Authentication is disabled and no password/key is required to connect to the
access point.

4 Disabling wireless authentication is not recommended. When X
& RA&lI 0t SR yeo2Re ¢gAUKAY NIy3asS O
IV-3-3-3-2. WEP

WEP (Wired Equivaht Privacy) is hasic encryptiortype. For a higher
level of security consider using WPA encryption.

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.
KeyType | K22 &S T NP Yalpldahumerical ¢

character0-9,a-zandA-%20 2 Nang | SE
characters from @, a-f and A-F).

Default Key Select which encryption key 14 below) is the
default key. For security purposes, you can s
up to four keys (below) and change which is
the default key.

EncryptionKey 1¢ | Enter your encryption key/password accordin
4 to the format you selectedbove

IV-3-3-3-3. IEEE802.1x/EAP

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended.

IV-3-3-3-4. WPAPSK

WPAPSK is a secure wiredesncryption type with strong data
protection and user authentication, utilizing 1-B& encryption keys.

WPA Type Select from WPA/WPA2 Mixed ModRSK,

WPA2 or WPA only. WPAZ2 is safer than WP
only, but not supported by all wireless clients
Pleasamake sire your wireless client suppat
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your selection.

Encryption {StSOG da¢YLtk! 9{ aAikE
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

PreSharedKey |/ K22a4S FNBY @63l &aLKN

Type alphanumericch NI OO0 SNAR O 2 NJ

characters from @, a-f and A-F).

PreShared Key Pleaseenter a security key/password accordir
to the format you selectedbove

IV-3-3-3-5. WPAEAP

WPA Type Select from WPA/WPA2 Mixed Mo@AP,
WPA2EAP or WPEAP.

ErcryptionType |{ St SO0 ac¢vYLtk! 9{ aAE
encryption type.

Key Renewal Specify a frequency for key renewal in
Interval minutes.

g4 WPAEAP must be disabled to use MARADIUS authentication.

IV-3-3-3-6. Additional Authentication

Additional wirdess authentication methods can also be used:

g WPS must be disabled to uselditional authentication. SedV-3-3.
for WPS settings.

MAC Address Filter
Restrict wireless clients access based on MAC address specified in the MAC
filter table.

g SeelV-3-5.MAC Filteto configure MAC filtering.

MAC Filter & MAERADIUS Authentication
Restrict wireless clients access using both of the above MAC filtering &
RADIUS authentication methods.
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MAGRADIUS Authentication
Restrict wireless clients access based on MALZesd via a RADIUS server, or
password authentication via a RADIUS server.

Q SeelV-3-4.RADIU® configure RADIUS servers.

&b VWPS must be disabled to use MARADIUS authentication. See
~ IV-3-3. for WPS settings.

@ Usze MAC address
MAC RADIUS Password U=ze the following password

MAC RADIUS Select whether to ustMAC address or
Password password authentication via RADIUS server.
é¢2dz aSt SO0 a! asS GKS
the password in the field below. The passwo
aK2dzZ R YI 00K GKS af{ K
IV-3-4. RADIUS
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IV-3-3-4. WDS

_ Wireless Distribution Sysi (WDS) can
bridge/repeat access points together in an
extended network. WDS settings can be configured as shown below.

A When using WDS, configure the IP address of each access point to
be in the same subnet and ensure there is only one active DHCP
serve among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses
All access points should use the same wireless channedragption
method.

Disabled
Disabled
WDS with AP

Dedicated WDS

WDS5 Functionality
Local MAC Address

WDS Peer Settings

WDS #1 MAC Address
WDS #2 MALC Address
WDS #3 MAC Address
WD5#4 MAC Address

WDS VLAN

VLAN Mode Untagged Port | = | (Enter at least one MAC address.)
VLAHN ID

WDS Encryvption method

Encryption Mone (Enter at lzast one MAC address.)
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2.4GHz

WDS Functionality | { St SO AdK5 {! t ¢ witB acckss 9
point2 NJ a25{ 5SRAOIGSR
and also block communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings

WDS # Enter the MAC address for up to four other
WDSdevices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN madedUntagged
Porte or dTagged Po#ét @

VLAN ID Specify the WDS VLANvbendUntagged
Port A& &4SftSOUSR | 020

WDS Encryption method

Encryption { St SO0 6KSOIKSNI G2 dza
encryption and enter a prghared key for AES
consisting 08-63 alphanumeric characters
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V-3-4. 5GHz 1lac 1lan

¢tKS apDIi mMmMIO mmMIyé YSy

» > 3 A :
oGHz 11ac tian FYyR O2yFTAIAZNB AYTF2NNE (A2

5GHz wireless network acroBge categories: Basic, Advanced, SecurlyDS

& Schedule

IV-3-4-1. Basic
¢tKS a. I;é})&éa’ éiéﬂéﬂﬁr@gﬁorﬁ)\ a L.
DBasic T o) | 005aa -EBemEK(®A p Dl

5GHz Basic Settings

Wireless ®' Enable Disable
Band 11a/nfac *
Enable 5510 number 1
55101 EDIMAX-TEEFAS A VLA 1D (1
Auto Channel *' Enable Dizable
Auto Channel Range Band 1 A
Oneday v

Auto Channel Interval
Change channel even if clients are connected

Channel Bandwidth Auto 30/40/20 MHz
B5S BasicRateSet 6,12,24 Mbps
Auto Channel (Enable ®) Disable
Channel |Ch 36, 5.18GHz v|
Channel Bandwidth | Auto 80/40/20 MHz V|
BSS BasicRateSet 6,12,24 Mbps |
Wireless 9)/|'(_)fé 2NJ RAalofS 0l

wireless radio. When disabled, no 5GHz S§
will be active.

Band Select the wireless standard used for the
access point. Combinatisrof 802.114a,
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802.11n & 802.11ac can be selected.
Enable SSINumber | Select how many SSIDs to enable for the 5
frequency from the drop down menu. A
maximum of 16 can be enabled.

SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID caonsist of any
combination of up to 32 alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto channel selection. Autg

channel selection will automatically set the
GANBEf Saa OKFIyySt F2I
frequency based on availability and potentig
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (above) will choose a channel.
Auto Channel Speify a frequency for how often the auto
Interval channel setting will check/reassign the
GANBEt Saa OKIyySto |/
OKIyySt S@Sy AT OfA
according to your preference.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.

[
b

When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically seletcbased on interference
level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
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series ofrates to control communication
frames for wireless clients.

IV-3-4-2. Advanced

_ These settings are for experienced users only.
Please do not changmy of the values on this

page unless you are already familiar with these functions.

A Changing these settings can adversely affect the performance of
& your access point.

5GHz Advanced Settings

Guard Interval
802.41n Protection @ Enable () Disable
DTIM Period |1 | (1-255)
RTS Threshold |234? | (1-2347)
Fragment Threshold |23£1l3 | (256-2346)
Multicast Rate Auto W
Tx Power
Beacon Interval |1|'.][] | (40-1000 ms)
Station idle fimeout |Er|'.] | (30-65535 seconds)
Guard Interval Set the guard interval shorter intervatan

improve performance

802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. iie
default value is 2347.
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Fragment Set the fragment threshdlof the wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dzi2é¢ asSitiaa

Tx Power Set the power output ofhe wireless radio. Yol

may not require 100%output power. Setting a
lower power odput can enhance security sin(
potentially malicious/unknown users in distal
areaswill not be able to access your signal.

Beacon Interval Set the beacon interval dhe wireless radio.
The default value is 100.

Stationidle Set the interval fokeepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.
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IV-3-4-3. Security

The access point provides various security options
(wireless data encryption). When data is
encrypted, information transitted wirelessly

cannot be read by anyone who does not know the correct encryption key.

ALGQé SaasSyidAalt (G2 O2yFTAIdzNBE SANBL
&= unauthorised access to your network.

A Select hardo-guess passwords which include combinations of
= numbers, letters and symbols, and change your password

regularly.

SGHz Wireless Security Settings

5sID EDIMAX-TSEFAE A -

Broadcast 351D Enable +

Wireless Client Isolation Disable r

Load Balancing 50 W50

Authentication Method Mo Authentication

Additional Authentication Mo additional authentication ¥

SSID Selection Select which SSID to configure security setti
for.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WWFi network. When disabled, the
SSID will not be visible as an availableRWi
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.
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Wireless Client Enable or disable wireless client isolation.
Isolation Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or puld hot spots
YR OFy LINB@SY (G 0 NHzi
usernames and passwords.

Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authatication method from the drog

Method down menu and refer to the information
below appropriate for your method.

Additional Select an additional authentication method

Authentication from the drop down menu and refer to the
information below appropriate for your
method.

Please refer back thy/-3-1-3. Securityfor more information on authentication
and additional authentication types.

58



EDIMAX 3P

IV-3-4-4. WDS

Wireless Distribution System (WDS) can
bridge/repeat access points together in an

extended network. WDS settingarcbe
configured as shown below.

A When using WDS, configure the IP address of each access point to
be in the same subnet and ensure there is only one active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured @ach access point, using correct MAC addresses.
All access points should use the same wireless channedrazrgiption
method.

SGHz WD S Mode

WDS Functionality Disabled

Disabled
WDS with AP
Dedicated WDS

Local MAC Address

WDS Peer Settings

WDS #1 MAC Address
WDS5 #2 MAC Address
WD5 #3 MAC Address
WD5 #4 MAC Address

WDS VLAN

VLAN Mode lUntagged Port | ~ | (Enter at least one MAC address. )
VLAN 1D

Encryption method

Encryption Mone (Enter at least one MAC address.)
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5GHz WDS Mode

WDS Functionality |[{ St SOU &2 5{ ¢ A Witk access
point2 NJ a25{ 5SRAOIGSR
and alsdblock communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings

WDS # Enter the MAC address for up to four other
WDA devices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN madedUntagged
Porte or dTagged Po#

VLAN ID Specify the WDS VLANvbendUntagged
Porte is selectechbove.

WDS Encryption

Encryption { St SO0 6KSOIKSNI G2 dza
encryption and enter a prghared key for AES
with 8-63 alphanumeric characters
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IV-3-5. WPS
_ Wi-Fi Protected Setup is a simple way to
establish connections between WPS
compatide devices. WPS can be activated on compatible devices by pushing &
2t{ odziti2y 2y GUKS RSOAOS 2NJ FNRY 6A
AYOGSNFIFOS 61y2ey | a t./ \EhsdWPSdzaK d
activated in the correct manner and at tleerrect time for two compatible
RSOAOSas GKSe gAftft ldzi2z2YFGAOFrftte O2
which includes the additional use of a PIN code between the two devices for
verification.

tftSFAS NBFSNI G2 YI ydzf loher RS N a Ay

device
WPS Enable
Apply
Product PIN CAIFT142 [ Generate PIM l
Push-button WPS
WIPS by PIN

WPS Security

WPS Status Mot Configured
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S5ID
Security

Encryption

EDIMAX-TSEFAS_G
WRPAMWPAZ-PSK TEIP/AES Mixed Mode

351D
Security

Encryption

EDIMAR-TIEFAS_A
WRPAMPAZ-PSK TKIF/AES Mixed Mode

WPS Check/uncheck this box to enable/disable W
functionality. WPS must be disabled when
using MACRADIUS authentication (see
IV-3-1-3-6 & I\-3-4).

WPS

Product PIN Displays the WPS PIN code of tlevice, used

for PIN code WPS.ou will be required to ente
this PIN code into another WPS device for P
O2RS 2t{® /tAO]l aDSYy,
new WPS PIN code.

PushButton WPS

/[t AO1 a{ Ul NIue 02 I Ou
point for approximately 2 minutes. This has t

same eféct as physically pushing the access
L2AYOIQEA 2t{ odzil2y ®

WPS by PIN

Enter the PIN code of another WPS device ¢
Oft A0l a{dOFNIE¢ G2 FOd
connection for approximately 2 minutes.

WPS Security

WPS Status

WPS security status is displayiere, Click
GwSt SIHas¢ G2 Of SINJ i

Wireless 2.4GHZGHz

SSID Displayghe SSID name(s) for the specified
frequency.

Security Displayghe security for the specified SSID.

Encryption Displayghe encryption type for the specified

S3D. SedV-3. Wireless Settings
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IV-3-6. RADIUS

RADIUS The RADIUSenu allows you to configure the
I OOS & a extelaadRADUS &erver settings.

A RADIUS server provides ubased authentication to improve security and

offer wireless client contraf userscan be authenticated before gaining
access to a network.

The access point can utilize both a primary aadondary (backup) external
RADIUS servéor each of its wireless frequencies (2.4GHz & 5GHz).

A~

4 Touse RADIUS servers, gaitd A NSt Sa 4 a{ SO 3 & €
& sciectgal /o wl 5L { 1 AZKERARO2 VIRE Y E
| dzii K Sy Gandselécay ¢ w! 5L { (s KSy GOl
IV-3-1-3. & IV-3-2-3).
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IV-3-6-1. RADIUS Settings

it

externalRADIUS server.

EDIMAX 3P

Configure the RADIUS server settings for
2.4GHz. Each frequency can userdernal or

RADIUS Server (2.4GHz)

RADIUS Type
RADILS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADILS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

) Internal @ External

1812

3600 second(s)
@ Enable 7 Disable
1813

Secondary RADIUS Server

(2 Internal @ External

1812

3600 second(s)
@ Enable ) Disable
1813

RADIUS Server (5GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable
1813

Secondary RADIUS Server

Internal '*' External

1812

3600 second(s)
* Enable Disable
1813

64



RADIUS Type

{ St SOU aLYyuUSNyIFte 02
built-Ay w! 5L} { as
external RADIUS server.

RADIUS Server

Enter the RADIUS server host IP address.

Authentication
Port

Set the UDP powused in the authentication
protocol of the RADIUS server. Value must
between 1¢ 65535.

Shared Secret

Enter a shared secret/password betweeg 1
99 characters in length. This should match tk
dal!w! 5L { € LI a&a2-nNdor
IV-3-2-3.

Sesion Timeout

Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting

Enable or disable RADIUS accounting.

Accounting Port

When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADIUS server. Valoist be between &
65535.
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IV-3-6-2. Internal Server

_ The access point features a bttt RADIUS
server which can be configured as shown
SR 6KSY aLYUSNYyIlIt¢é¢ Aa aStScC
A5 1A'afwél 5L { mMeBUi Ay Tace

= O
wm U
N

>
=
B

t/
:

A To use RADIUS servers, gaitd A NS f S8 4 af SO 3 & &
BA selectial /| w! 5L { IAMGKEBRAGO2 YRR Y E
| dzil K Sy Gandseléckay ¢ w! 5L! { !(sed KSydAaOl
IV-3-1-3. & IV-3-2-3).

Internal Server

Internal Server D Enable

EAP Internal Authentication | PEAP(MS-PEAP) [~ |
EAP Certificate File Format PRCS#12(* pfa® pl12)

EAP Certificate File Upload

Shared Secret
Session-Timeout 3600 second(s)

@ Reauthenication (RADIUE-Request)

Termination-Action ) Mot-Reauthenication (Default)
() Not-Send

Internal Server Check/uncheck to enable/disabthe access

LIZAVYUQa AYUSNYIT w!5
EAP Internal Select EAP internal authentication type from
Authentication the drop down menu.
EAP Certificate File Displays the EAP certificate file format:
Format PCK#12(*.pfx/*.pl12)

EAP Certificate FileClid & ! LJX 2 Ré (2 2LISY
select the location of an EAP certificate file t
use. If no certificate file is uploaded, the
internal RADIUS server will use a-setide
certificate.

Shared Secret Enter a shared secret/password for use
between the inernal RADIUS server and
RADIUS client. The shared secret should be
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99 characters in length. This should match tk
Galw! 5L { £ LI a&a2dNdor
IV-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Termination Action | Select a terminatiofaction _attribute:
aWSIdzuKS)/u)\Oluixzy a
GKS I O0Sa av SISy Adb
a default terminatioraction attribute to the

I O0Saa LPZ2IWRE Wb 2 0
termination-action attribute is set to the
access point.

67



EDIMAX 3P
IV-3-6-3. RADIUS Accounts
_ The intgrnal RADIUS server can autrlerjticate )
— i dzLJ 42 Hpc dzaSNJ I OO2dzyu
l OO02dzyuaé¢ LI 3IAS | fft26a e€2dz uz2 O2y FTAI

Radius Accounts

User Name
Example: EDIMAX-USER1, EDIMAX-USERZ, EDIMAX-USER3, EDIMAX-USERS

Enter user name here -

| Add || Reset |

User Registration List

Select User Hame Pazsword Customize

] EDIMAX Not Configurad

[ Delete Selected ] lete All l

Edit User Registration List

User Hame EDIMAX (4-16characters)

Password (8-32characters)



EDIMAX 3P

User Name Enterthe usernames here, separated by
comnes.

Add /| £t A01 a! RRE 02 | RR U
registration list.

Reset Clear text from the user name box.

Select Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name has a passw
(configured)or not (not configured).

Customize [ Tt AO1 dGa9RAUE U2 2LISY
password for the specified user name (below

Delete Selected Delete selected user from the user registratig
list.

Delete All Delete all users from the user registratibst.

Edit User Registration List

User Name Existing user name is displayed here and ca
be edited according to your preference.
Password Enter or edit a password for the specified us
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IV-3-7. MAC Filter
_ Mac filtering is a security feature thaan
help to prevent unauthorized users from
connecting to your access point.
This function allows you to define a listrigtwork devices permitted to
connect to the access point. Devices are each identified by their unigue MAC

address. If a device whidh not on the list of permitted MAC addresses
attempts to connect to the access point, it will be denied.

A To enable MAC filtering, gotd 2 A NSt Sa 4 ap@mbdDA yIace
Hz 11bga 4 a { SOMNR IRRREA G A 2 Y I £ ahdigéld€tS y G A O
Ga! / QsedVBI-BME

The MAC address filtering table is displayed below:

Add MAC Addresses

Add Reset

MAC Address Filtering Table

Select MAC Address
] FC:F3:AE43:43.TE

Delete Selected Delete All Export

Add MAC Address | Enter a MAC address of computer or networ

device manuallye® 3 ®bb-dtidd-ee-T ®rQ
enter multiple MAC addresseseparatedwith
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commess, e.g.
Ha-bb-ccdd-ee-ff,aa-bb-ccdd-ee-ggQQ
Add /|t A01 da! RRé¢ G2 | RR @
MAC address filtering table.
Reset Clear all fields.
'/ T RRNBAad SYuUNRSa gAff oS fAad
Yy SYUNR dzaAy3d GKS a{SftSOG¢ OKSO
Select Delete selected or héntries from the table.
MAC Address The MAC address is listed here.
Delete Selected Delete the selected MAC address from the
list.
Delete All Delete all entries from the MAC address
filtering table.
Export | f ARQdore da G2 al @S | O2L
filtering table. A new window will pop up for
you to select a location to save the file.
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IV-3-8. WMM

Wi-Fi Multimedia (WMM) is a \Aki Alliance

interoperability certification based on the

IEEE 802.11e standard, which provides
Quality of Service (QoS) feaes to IEE 802.11 networks. WMM prioritizes
traffic according to four categories: background, best effort, video and voice.

WMM-EDCA Settings

WHMM Parameters of Access Point

CWhin CWMax AIFSH T=0OFP
Back Ground 4 10 7 0
Best Effort 4 B 3 0
Video 3 4 1 94
Voice P 3 1 47
WMM Parameters of Station
CWhin CWax AIFSH T=OF
Back Ground 4 10 T 0
Best Effort 4 10 3 0
Video 3 4 2 94
Voice P 3 2 47

Configuring WMM consists of adjusting parameters on queues for different
categories of wireless traffic. Traffic is sent to tbBowing queues:

Background |Low High throughput, non time sensitive bulk
Priority data e.g. FTP

Best Effort |Medium Traditional IP data, medium throughput and
Priority delay.

Video High Time sensitive video data with minimum
Priority time delay.

Voice High Time sensitive data such as VolP and
Priority streaming media with minimum time delay.

Queues automatically provide minimum transmission delays for video, voice,
multimedia and critical applications. The values can further be adjusted
manually:
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CWMin Minimum Contention Window (milliseconds):
This value is input to the initial random
backoff wait time algorithm for retry of a data
frame transmission. The backoff wait time wil
be generated between 0 and this value. If the
frame is not sent, the rarmn backoff value is
doubled until the value reaches the number
defined by CWMax (below). The CWMin valu
must be lower than the CWMax value. The
contention window scheme helps to avoid
frame collisions and determine priority of
frame transmission. A shontavindow has a
higher probability (priority) of transmission.

CWMax Maximum Contention Window (milliseconds):
This value is the upper limit to random
backoff value doubling (see above).

AIFSN Arbitration InterFrame Space (milliseconds):
Specifies addibnal time between when a
channel goes idle and the AP/client sends
data frames. Traffic with a lower AIFSN value
has a higher priority.

TxOP Transmission Opportunity (milliseconds): The
maximum interval of time an AP/client can
transmit. This makes chaahaccess more
efficiently prioritized. A value of 0 means only
one frame per transmission. A greater value
effects higher priority.
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IV-3-9. Schedule

_ The schedule feature allows you to automate

the wireless network for specified times.
Check/uncheckk KS 02E da9yl o6fS 2ANBfSaa { OK!:
wireless scheduling function.

wn CKS | O0S&daa LRAyUQa GAYS YR RFEUOS

use this function.
Schedule ¥| Enable
| Apply
Schednle List

# SSID Day of Week Time Select
Man.
Tue.

1 EDIMAX-TSEFAS_G Wed. 07:00-20:30

Thu.
Fri.

| Add || Edit || Delete Selected (| Delete All |

A Wireless scheduling can save energy and increase the security of
your network.

1. checkEnableand wse theSelect Add, Editor Deletecheckboxes to select
and modifyschedule(s).

2. When you cliclAdd, specifyday(s), start time and end time for the
schedule using the dregown menusand clickApply.
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24GHz SSID EGHz SSID
o EDIMAX-TSEFAR G EDIMAX-TSEFAR A
Sun. Mon. Tue. Wed. Thu. Fri. Sat.
L Ld L Ld L

Start Time |07 * 2|00 * End Time |20 ¥ [|30 r

| Apply || Cancel |

3. Remember tAApply your changs and make surEnableis checked.

schedule ¥*| Enable

-
( hpplyi )
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IV-3-10. Traffic Shaping

_ Thetraffic shaping function allows you to
regulate network data transfer to ensuge
prioritize performanceby limiting uplink and downlink speeds according to
SSID.

Traffic Shaping for ssid(2.4GHz)

Enable
Unlimited : 0 Mbps
Down Link/Up Link Maximum : | 1024 Mbps
SSID Down Link Up Link
EDIMAX-TSEFAS_G 0 Mbps 0 Mbps
EDIMAX-TSEFAS G 2 0 Mbps 0 Mbps
EDIMAX-TSEFAS G_3 0 Mbps 0 Mbps
Unlimited : 0 Mbps
Down Link/Up Link Maximum : | 1024 Mbps
S50 Down Link Up Link
EDIMAX-TSEFAS_A 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_2 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_3 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_4 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_S 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_6 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_T 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_S 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_9 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_10 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_11 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_12 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_13 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_14 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_15 0 Mbps 0 Mbps
EDIMAX-TSEFAS_A_16 0 Mbps 0 Mbps

Enable Unlimited: ¢ Check/uncheck toreable or disableinlimited
Mbps transfer speed.
Downlink/Uplink | Specify the maximum down/uplink capacity
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Maximum

Mbps.

Downlink

Enter a downlink limit in MB for the listed
SSID.

Uplink

Enter an uplink limit in MB for the listed 8SI
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IV-4. Management

Information Network Settings Wireless Settings Management Advanced Operation Mode

AScreenshotS displayed are examples. The information shown on
— your screen will vary depending on your configuration.

I\V-4-1. Admin

_ You can change the password used to login to
the browserbased configuration interface here.
It is advised to do so for security purposes.

If you change the administrator password, please make a note
,_ of the new password. In the event that you forget this
& password and are unable to login to the browser based
configuration interface, sed-5. Resefor how to reset the
access point.
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Account to Manage This Device

Administrator Name

Administrator Password

(4-32Characters)

(Confirm)

‘ [}
=
=
-

Advanced Settings

Product Name
HTTP Port

HTTPS Port

Management Protocol

SNMP Version

SHMP Get Community

SHMP Set Community

SHNMP Trap

SHNMP Trap Community

SNMP Trap Manager

| Apply |

APBO1F0275EFAS
a0
443

(80, 1024-65535)
(443, 1024-65535)

HTTP
4 HTTPS
TELNET
SSH
SNMP

vilv2e
public
private
Disabled v

public

Account to Manage This Device

Administrator
Name

{SG GKS | O00Saa LRAYI
This is used to log in to the browser based
configuration interface and must be between
4-16 alphanumeric characters (@sensitive).

Administrator
Password

{SG GKS | O0Saa LRAY.
This is used to log in to the browser based

configuration interface and must be between
4-32 alphanumeric characters (case sensitive

Advanced Settings
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Product Name Edt the product name according to your
preferenceconsisting ofl-32 alphanumeric
characters This name is used for reference

purposes.

HTTP Port Specify HTTP port number.

HTTPS Port Specify HTTPS port number.

Management Check/uncheck the boxds enable/disable

Protocol specified management interfaces (see below
When SNMP is enabled, complete the SNMF
fields below.

SNMP Version Select SNMP version appropriate for your
SNMP manager.

SNMP Get Enter an SNMP Get Community name for
Community verificationwith the SNMP manager for
SNMPRGET requests.
SNMP Set Enter an SNMP Set Community name for
Community verification with the SNMP manager for
SNMPRSET requests.
SNMP Trap Enable or disable SNMP Trap to notify SNMF
manager of network errors.
SNMP Trap Enter an SNMP Trap Community name for
Comnunity verification with the SNMP manager for
SNMPTRAP requests.
SNMP Trap Specify the IP address or sever nai2d 28
Manager alphanumeriacharacter$ of the SNMP
manager.
HTTP
Internet browser HTTP protocol managent interface
TELNET

Client terminal with telnet protocol management interface

SNMP

SimpleNetworkManagementProtocol. SNMPv1, v2 & v3 protocol supported.
SNMPv2 can be used with community based authentication. SNMPv3 uses
userbased security model @) architecture.
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I\V-4-2. Date and Time

_ You can configure the time zone settings of your
access point here. The date and time of the

device can be configured manually or can be synchronized with a time server.

Date and Time Settings
2012 |E| Year |Jan E| Manth | 1 E| Day

1] |E| Hours |00 |E| Minutes (00 E Seconds

Local Time

’ Acquire Current Time from Your PC l

NTP Time Server

Use NTP "] Enable

Server Name

Update Interval (Hours)

Time Zone

Time Zone | (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London E

Date and Time Settings
Local Time SetKS | O0Saa LRAyIQa |
using the drop down menus.

Acquire Current |/ £ A O1 a&! Olj dzA NB / dzNNB
Time from your P( enter the required values automatically

F OO2NRAY3A (G2 @&2dzNJ O2
date.

NTP Time Serve

Use NTP The access poinalsosupports NTP (Network
Time Protocol) for automatic time and date
setup.
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Server Name Enterthe host name or IP address of thme
server if you wish

Update Interval | Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ region. |
your country/region is not listed, please selec
another country/region whose time zone is th
same as yours.
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IV-4-3.  Syslog Server
_ The sygem log can be sent to a server or
to attached USB storage.

Sysleg Server Settings

¥| Enable Syslog Server
Transfer Logs /510

Copy Logs to Attached USB Device Enabile

Sysloeg E-mail Settings

E-mail Logs L
E-miail Subject

SMTP Server Address

SMTP Server Port

Sender E-mail

Receiver E-mail

Authentication Disable «

Syslog Server Settings

Transfer Logs Check/uncheck the box to enable/disable t
use of a syslog server, and enter a host
name, domain or IP address for the server
consisting of up to 128 phanumeric
characters.

Copy Logs to Check/uncheck the box to enable/disable
Attached USB Devicg copying logs to attached USB storage.

Syslog fnail Settings

Email Logs Check the box to enable/disableneail logs.
E-mail Subject Specify the subjectrie of log emails.

SMTP Server Specify the SMTP server address used to se

Address log emails.

SMTP Server Port Specify the SMTP server port used to send lo
emails.

Sender Email Specify the sender email address.

Receiver Enail Specify the email toeceive log emails.
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Authentication Disable or select authentication type: SSL or
When using SSL or TLS, enter the username

password.

1\V-4-4. Ping Test

The access point includes a buikt ping test
_ function. Pingis acomputer
network administation utility used to test
whether a particular host is reachable across an IP network and to measure

the round-trip time for sent messages.

Destination Address Execute

Result

Destination Address | Enter the address of the host.
Execute Click execute to ping the host.
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IV-4-5. LQYel SNJ

The access point features a btiltbuzzer
DEmbere T KA 0K OFy azdyR 2y 02 Yy
| SNB¢ LI ISP ¢KAA Aada dzaSTdzA F2NI ySis
in complex network environments to locate the access point.

Duration of Sound

Duration of Sound 10 (1-300 seconds)

Sound Buzzer

AThe buzzer is loud!

Duration of Sound Set the duration for which the buzzer will
a2dzyR gKSYy (KS a{ 2 dz
clicked.

Sound Buzzer Activate the buzzer sound for the above
specified duration of time.
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IV-5. Advanced

Information MNetwork Settings Wireless Settings Management Advanced Operation Mode

AScreenshotS displayed are examples. The infation shown on
— your screen will vary depending on your configuration.

I\V-5-1. LED Settings

enabled or disabled according to your

preference.

LED Settings

Power LED ® on Off
Wireless LED on '® off
Diag LED * on Off

PowerDiag LED Select on or off.

86



IV-5-2. Update Firmware

¢ KEAMNY &I Nallaws yali tal Edate
_ the system firmware to a more recent

version.Updated firmware versions often
offer increased performance and security, as well as bug f¥@s.can

download the latest firmware from the Edimax website.

*' afile on your PG
Update firmware from /
a file on an attached USE device (Mo USE device connected.)

Update Firmware from PC

Firmware Update File | Choose File | Mo file chosen
Update

A Do not swith off or disconnect the access point during a firmware
& upgrade, as this could damage the device.

Update Firmware |Sd SOG al FAES 2y @2
From from your local computer or from an
attached USB device.

Firmware Update Fil§/ f ACDdese Bile G2 2LISYy |
locate and select the firmware file in your
computer.

Update [/ fA01 da!' LIRFGSeE G2 dz
firmware file to your access point.
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IV-5-3.  Save/Restore Settings

The access poid { Sk wSail2NB
pageendbles you tosavebackup theaccess
LI2 A YV (I Q SettiOgkayd N IBeyfdiyour local computer or a USB device
attached to the access poirdnd restore the access point to previously saved

settings.

Save/Restore Methed

* Using your PC
Using your USE device (Mc USE device connected.)

Save Settings to PC

Save Settings crypt the ration file with a password.

Using Device

Save
| oave |

Restore Settings from PC

Choose File | Mo file chosen
Restore Settings
O pen file with password.

Restore
el

Save / Restore Settings
Using Device { St SOU daNJ atA/ye3 g2 al ¢
LR2AYyGQa aSdaAay3aa a2
an attached USB device.

Save Settings tBC

Save Settings [ £t A0l a{l @S¢ G2 al @
window will open to specify a location to
save the settings file. You can also dhde
GOYONBLII (GKS O2yTA3
LI da62NRE 02E | yR S
protect the file in the field underneath, if yo
wish.

Restore Settings frorRC

Restore Settings Click the browse button to find a previously

savedsettingsfile on yourcomputer, then

clicka w S & dodplBcé your current

settings.If your settings file is encrypted wit
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LI 3462 NRE
the field underneath.
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IV-5-4. Factory Default

_ If the access point alfunctions or is not
responding, then it is recommended that you
reboot the devicgseelV-5.5) or reset the device back to its factory default
settings You can reset the access point back to its default settings using this

feature if the location of th@ccess point inot convenientto access the reset
button.

This will restore all settings to factory defaults.

[ Factory Default ]

Factory Default Clickd CI O 2 NXHo réstbré settiriggita
the factory default. A pojup window will
appear and ask you to confirm

A After resetting to factory defaults, please wait fadhe access
& point to reset and restart.
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IV-5-5. Reboot

_ If the access point malfunctions or is not

responding, then it is recommended that
you reboot the devicer reset the access point back to its factory default

settings (sedV-5-4). You can reboothe access point remotely using this
feature.

This will reboot the product. Your settings will not be changed. Click "Reboot”
to reboot the product now.

Reboot ClickiwSo220¢ (G2 NBO 2?2

countdown will indicate the progress of the
reboot.
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I\V-6. Operation Mode

Information Network Settings Wireless Settings Management Advanced Operation Mode

A Screenshots displayed are examples. The information shown on
— your screen will ary depending on your configuration.

The access point can function in three different modsst the operation
mode of the access poitiere.

Your access point can function in three different modes.
The default mode for your access poinAR mode
APmodeis aregularaccess pointor use in your wireless network.

AP ©ntroller mode acts as the designated masteranf AP arraygroup of
linked access points). WP Controllermode the user interface will switch to
Edimax Pro NMS

Managed AP modectsast  aaf | 4S
u

, A 1t GgAGKAY GKS$S
It /2YGNBEESNI aYlh &l

;
SNE O O

In Repeater modehe access point connects wirelessly to your existing
2.4GHz and/or 5GHz network and repeats the wireless signal(s).

ﬂ In Managed AP mode some functionstbe access point will be
T disabled in this user interface and must be set using Edimax Pro
NMS on the AP Controller.

Operation Mode

Operation Mode AP Mode ¥
AP Mode
AP Controller Mode
Managed AP mode Apply || Cancel
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Operation Mode AP Mode is a standard access point in a
wireless network.

AP Controller Mode is the master of an AP
array and controlsall other managed APs
(below) using Edimax Pro NMS.

Managed AP mode is an AP which is part
the AP array and is managed by the
Controller AP.

When you set the operation mode tepeatermode the AP will

“ not get an IP address from the router/root AR'ou will need to

aSh e2dzNJ O2YLJzi SNR&A Lt | RRNBaa Iy
to access the Ul for the first timeefer to Appendixor more help.
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Edimax Pro NMS
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Edimax Pro NMS [Dim@
|. Product Information

Edimax Pro Network Management Suite (NMS) supports the central
management of a group of access pojratherwise known as an AP Array.
CAP1750 NMS supports up t&8imax Praccess points with no additioha
wireless controller requiredgducing costs and facilitating efficient remote
APmanagement.

Access pointsan be deployed and configured according to requirements,
creating a powerful network architecture which can be easily managed and
expanded in the future, with an easy to use interface and a full range of
functionality ¢ ideal for small and migized officeenvironments. A secure

WLAN can be deployed and administered from a single point, minimizing cost

and complexity.

Manager

il ]
4)) J:’ - 7'
&, <=

AP Controller

——

AP-1 - AP 2 oy AP3 AP 4
=0 & " =8 .
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Il. Quick Setup

Edimax Pro NMS is simple to setup. An overview of the system is shown
below:

XDSL or
Cable Modem A

il

Internet

AC [ Gateway / UTM

POE switch

Edimax Pro NMS

WAP ‘ CAP

u ” U Layer 2 Environment /

One AP (accesmint) is designated as thePAController (master) and other
connected Edimax Pro APs are automatically designated as Managed APs
(slaves). Using Edimax Pro NMS you can monitor, configure and manage all
Managed APs (up to 32) from the single AP Controller.

When using an Edimax NMS A&Bntroller, other connected APs are
automatically set to Managed APs.
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A Ensure you have the latest firmware from the Edimax website for
" your Edimax Pro products.

1. connect all APs to an Ethernet or PoE switch which is connected to a
gateway/router.

A Youcan use your router as a DHCP server or you can later
= configure your AP Controller as a DHCP server.

PoE Switch

2. Ensure all APs are powered on and check LEDs.

EDimax &P
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3. Designate one AP as the AP Controller which will manage all other
connected APs (up to 8).

AP
Controller

4. Connect a amputer to the designated AP Controller using an Ethernet
cable.

AP
Controller E
\ S=——==
""““ iiiueda EEEDI T
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5.hLl8y I 386 oNRoaSNI YR SyisSNI GKS
address field. The default IP addres$92.1682.2

A 2dzNJ O2 YLJzi SND&a Lt | RRNXaa Ydzad o
&% Conroller. Refer to the user manual for more help.

-

- -
. snlbon -\ - 'Paln -, » '\,_ p > ’I
Internet Protocol Version 4 (TCP/IPvS) Properties R ..__d:g.
General

You can get IP settings assgned automatcally if your network supports
this capabiity. Otherwise, you need to ask your network admrstrator
for the appropriate IP settings.

Obtan an 1P address automaticaly

0 Use the followng IP address:

[P address: 192 .168. 2 .10
Subnet mask: 255 .255.255. 0
Default gateway: e

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

L, LT &2dz OKFYy3ISR GKS 't [/ 2yuUNBffSND
A gateway/router uses a DHCP server, ensure you enter the correct
IPRRNBaad wSTFSN) G2 @2dzNJ I GSdI &k NP

©. Enter the username & password to login. The default username &
password areadmin& 1234

. You will arrive at the Edimax Pro NMS Dashboard. GoloLlJS NI (G A 2 y
a2 R&ardselecti ! t / 2y (i NHroni tkeNibpadawir Sénu.
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]
[Dlm@ Home | Logout | [ Global (English) ¥

Information MNetwork Seftings Wireless Settings Management Advanced Operatk:n“*{llg

Operation Mode Operation Mode 1 Ik
>

Operation Mode

Operation Mode |AP Mode ¥ |

8./ tA0] a'LLXeé¢ G2 algs GKS asSdiidAry3:

Operation Mode

Operation Mode AP Controller Mode ¥

* Apply || Cancel

O. Edimax Pro NMS includes a wizard to quickly setup the SSID & security for
alylFrasSrR ttad /ftA0] a2All NRE AYy UK!

*Wizard | Home | Logout | | Global (English) ¥

10. Follow the instructions complet8teps 1- 6 and clickh CM &/td save
the settings. The wizard will help you set up LAN IP address, 2.4GHz &
5GHz SSID and security, administrator name & password, time & date
settings and Managed APs.
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¢ [P Addrria

) 3 hygremen] SamE: P Address v
Before start, please power on the managed APs and plug into R 153 16T
the same Ethernet network with this AP Controller.
Sutrivrl Maik 255 155 2550
) Defaalt Gatreay 192 16861
This Senap Wizard wall guide you through a basie procedure 1o
. ; Prinary DN Address L NF ]
configure AP Controller system
Secodadiny DN Addieds iBESS 11
Mol > Cancel << Back Masd =2 Coaec el

slansge This Deviee

M01h ¥ | vear |No T | Month | 5 v Day Administaor Mame Sdmin
Liscal Times
14 ¥ | Hour | 26 v | Weuies |14 ¥ | Sacondy ‘— &7 Thara
Administrator Pasewnrd )
Acquirg Curment Timie from Your PO a32a Confirm
NTF Time Server =< Back Naxt > Cancel
Vs
-
NTP Cnatly
Ee "
| User-Defined |tick sitime gov v
Lipdate 4 o
inberaal
Time | GMT+08: 00) Beljing. Hong K .
Tiane i * | Sejing. Mong feng

<< Back Meaf => Cancel

Makch whole waeds Edimax 2 4GHz
MAC Addrens Dvice Mame Mcdren i Addsenn Simtua Security Key 12345678

i T4 DA T APTEDA T 152 by
f DAMIETE IS APTADAMIETEN0  CAPIO0  mzisednnz (D) Comest Mok ) Foutie: (@ Trisable
¥ TEOAMMTICOAPMDANIEMCY CaPiod w0

T4 LA M 40 ESES CAPIION O Guest S50 Guest 2 4GH:z

740480 TID CAPEM (@] Lecurity Hey 12345674

74 DA BE TRES CAPTION O

74 D& 38 04 E 1 AL WAPTES ]

P2 F 19802 - 0 [ sGRasettion |

Clone 2 4GH:z Settings

Mamaged AP} SSID Edimax SGHz

=
Saarch Malch whola words Beclistoy ey 12345678
MAC Address Digwece Marse Wizl W Address Status Cuest Network: " Enable ' Dusable
TADAMAE S 3 CEP120D D
Guest 580 Guest 5GHz

Ta O B0 TE 5430 CAP1200 D

TADA 002 CAPI200 O Security Key 12345678
Rescan <<Back | [Next>> | |Camcel| - | <<Back | |MNest>> | | Cancel
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Guest Network

A If any of your Managed APs are not fourailiring Step 5Select
&= Free APsreset the Managed AP to its factory default settings.
WSTFSNI (2 GKS 't Q& dzaSNJ Y|l ydz £ F2N

11. Your Controller AP & Managed APs should be fully functional. Use the
top menu to navigate around Edimax Pro NMS.

EDIimAX G20

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

UseDashboard ZonePlan, NMSMonitor & NMSSettingsto configure
Managed APs.

UselLocal Network & Local Settinge configure your Controller AP.
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Ill.  Software Layout

The top menu features 7 panel3ashboard, Zone Plan, NMS Monitor, NMS
Settings, Local Network, Local Settings & Toolbox.

Dashboard

FDIMAX G20

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

Auto Refresh Time @ 1 minute © 30 seconds ) Disable 53

System Information @X=) Managed AP (CY=)
Product llame Search [T Match whole words
Host Name APODAABBCCOD10
v ndex M ddress evice Name Model ddress x anne anne ients atus ction
MAC Address 00:AA:BB:CC:DD:10 Ind MAC Addi Device N Model IP Add 24G Channel  5GCh 1 Client Stat Acti
IP Address 192.168.2.1 R o
1 T4DA3BITIBIS4  APTADA3EZTIBS4  CAPI200 152,168.2.124 kil £ 0
Firmware Version  1.3.1 o
System Time 01511106 15:23 51 2 T4DA3Z03239C  APTADA3Z03Z3OC  WAPITSO 192,168,202 kil £ 0 (]
Uptime 0 day 03:18:58 3 T4DAZEITIBA4E  APTADA3E2T1B4E CAP1200 192,168,2.120 kil £ 0 (%)
4 T4DAIEITIB38  APTADA3E2T1B38 CAP1200 192.1882.18 kil 38 0 ()
5 74DA3B271B:3C  APT4DA382T1BIC CAP1200 192.188.2.110 Ll £ 0 ()
5 80-1F:02CCDD:10  APBOTFO2CCDDAD  WAPITS0 182.168.2.108 “ £ 0 ()
Devices Information @X=)
I 7 T4DA3BITID:46  APTADA3SZTIBAE  CAPI200 182.168.2.121 kil £ 0 O
Device Numbs 8 TADAZEITIB40  APTADA3E2TIBAD  CAPI200 192,168,226 kil £ 0 (»]
Access Point: 10
] TADAZBITAB44  APTADA3E2TIBA4  CAPI200 1921682127 1 £ 0
Client Devices 0 L#)
Rogue Devices 0 10 74DA3BIT1B3E  APTADA3S2T1B3E CAP1200 192 1682 128 i 38 0 O _

TheDashboardpanel displays an overview of your network and key system
information, with quick links to access configuration options for Managed APs
and Managed AP groups. Each panel can be refreshed, collapsed or moved
according to your prerence.
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Zone Plan

rDimAax G20

Dashboard NMS Monitor NMS Settings Local Network Local Settings Toolbox

Location

Show All

= - Add
APS01F02CCDD

APT74DA3803239C AP Group
Show All

(%] Search
AP74DA38271B~- O

E ] AP74DA38271B.- o
- APT74DA38271B- Radio

AP74DA38271B. ¥ 24GHz 5GHz

AP74DA38271B. o

AP74DA38271B~- o Signal (%)

APT4DA38271B.'g
APT4DA38271B44 n m

Zoom

) )
=] Transparency

@

Scale
| 16 vard |

‘ 20m |

Zone Plardisplays a customizable live map of Managed APs for a visual
representation of your network coverage. Each AP icon can be moved around
the map, and a background image can be uploaded for-dened location
profiles usng NMS Setting®#y Zone Edit Options can be configured using the
menu on the right side and signal strength is displayed for each AP.
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NMS Monitor

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

» Access Point Managed AP
. . R

Managed AP Group

. 246 . .

» WLAN Index MAC Address Device Name Model IP Address Channal 5G Channel Clients Status Action

Active WLAN 1 T4DA38:03:B530 APT4DA3B03B530 192168 222 222 o i} i} O

_ 2 74:DA38:00:00:B4  APT4DA3B0000B4 192.168.222.221 0 0 0 O

Active WLAN Group

» Clients

Active Clients
* Rogue Devices

» Information
All Events / Activities

Monitoring

TheNMS Monitorpanel provides more detailed monitoring information
about the AP Array than found dhe Dashboard, grouped according to
categories in the menu down the left side.
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NMS Settings

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

>
WLAN Search [Tl match whole words
» RADIUS
B MAC Address Device Name Model AP Group 24GChannel  5GChannel 24GTxPower 5GTxPower  Status Action
> Access Control []  T4DASB2TABS4  APT4DAIE2TIBES CAPIZ00 System Defaut kil % Ful Full [»]
WAPITS
. [[]  74DA3B0323SC  APT4DA3IE03239C WAPITSO System Defaut kil % Ful Full (#)
[[]  T4DA3B2TIB4E  APT4DA3E2TIB4E CAPIZO0 System Defaut kil 3 Ful Full (w)
* Zone Edit
[[]  74DA3B271B:38  APT4DA38271B3E CARI200 System Defaut " 3 Ful Full (#)
> Schedule [[]  74DA3B27B3C  APT4DA3B27183C CARI200 System Defaut 11 36 Ful Full [w)
i WAPITS
i [F]  80:AF:02CCDD:AD  APBDF0ZCCDDI0 MAPITSO System Defautt 11 36 Ful Full [»]
[[]  74DA38B:27:1B:46  APT4DA3E2TIB4E CARI200 System Defaut kil * Ful Full [»]
* Firmware Upgrad,
[[]  74DA3:27:1B:40  APT4DAE2TIB40 CAPI200 System Defaut kil % Ful Full [»]
> Advance: d [[]  74DA38:27:1B:46  APT4DA3E271B44 CAP1200 System Default " 6 Full Full 0
System Security [[] ~ 74DA38:27:1B:3E  APT4DA3E271B3E CAP1200 System Default " 6 Full Full o

[(Refmh | [ Edit | [ DeleeSeleced | | Deler Al |

Search [TImateh whole words

NMS Settingprovides extensive configuration options for the AP Array. You
can manage each access point, assign access points into groups, manage
WLAN, RAIVS guest network guest network, users and schedulsgftings

as well as upgrade firmware across multiple access points. The Zone Plan car
Ffa2 6S O2yFAIdzZNBR dzaAy3d da¥%2yS 9RAID
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Local Network
EDImMAX G

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

¥ Network Settings LAN-side IP Address

LAN Port Settings

IP Address Assignment Static IP Address v
IP Address 192.168.222.220
Subnet Mask 255.255.255.0
Default Gateway 192.168.222 1

Basic Primary DNS Address 0.0.0.0

VLAN

> 2.4GHz 11bgn

Advanced Secondary DNS Address 0.0.00
Security

wWDs
Apply
¥ 5GHz 11ac 11an

Basic

Security

wDs
> WPS

> RADIUS
RADIUS Settings
Internal Server

RADIUS Accounts
> MAC Filter

> WMM

Local Networksettings are for your AP Controller. Yean configure the IP
address and DHCP server of the AP Controller in additibAkbPort and
VLAN settings
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Local Settings

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings Toolbox

b Il

> Network Settings

Operation Mode AP Controller Mode ¥
System Information

Wireless Clients

Apply || Cancel
Wireless Monitor
Log
* Manag it
Admin

Date and Time
Syslog Server

I'm Here

LED Settings

Update Firmware
Save/Restore Settings
Factory Default

Reboot

Local Settingsre for your AP Controller. You caiew basic systensettings
and logsspecifically for the AP Controllexs well as other management
settings such as date/time, admin accounts, firmware and reset.
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Toolbox

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

Ping Test

Destination Address Execute

Result

The Toolbox panel provides a network diagnostic tqalsgandtraceroute
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V. Features

Descriptions of the functions of each main pabelshboargdZone Plan, NMS
Monitor, NMS Settings, Local Network, Local Settings & Too#oke found
0St26d 2KSY dzaAy3d 9RAYIFIE ba{z Of A0]

ﬁF’F"‘:’L}

A Screenshots displayed are examples. The information shown on
~your screen will vary depending on yoaonfiguration.

IV-1. LOGIN, LOGOUT & RESTART

4h Itis recommended that you login to the AP Controller to make
~configurations to Managed APs.

LOGIN

1. Connect a computer to the designated AP Controller using an Ethernet
cable:

wiwaxg@  APCSO0
=0.00000 -

APC500

imax @ imax G enisax @

2. Open aweb browserand eédtNJ 6§ KS 't / 2y INRf f SNI
address field. The default IP addres$92.168.2.1

X [1192.168.2.1
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A : 2dzNJ O2 YLJzi SNR& Lt FRRNkaa Ydzad o
& Controller. Refer tovl-1. Configuring your IP Addr&ss more
help.

. lfyouchangedthe AP 2 Yy GNRf f SNDa Lt | RRNBaasz
&5 gateway/router uses a DHCP server, ensure you enter the correct
Lt I RRNBaad® wSTFSNI G2 @&2dz2NJ I+ GSal @&

If using a DHCP server on the network, it is advised to use your

4h51/t ASNDSNDA 3R CohtplBrastatie Pl 4 A A 3y
address.

3. Enter the username & password to login. The default username &
password aredmin& 1234

LOGOUT )
¢2 f232dz0 FNRBY 9RAYIE ba{z OfAO1 a]

°
EDIMAX@ Wizard | Home | Logout 1 Global (English) ¥

Wizard | Home | Lng%|
RESTART

You can restart your AP Controller orydvianaged AP using Edimax NMS. To
restart your AP Controller go toocal Setting®y, AdvancedA Rebootand
Of A0l awSo220¢ @

Dashboard Zone Plan NMS Monitor NMS Settings Local Network Local Settings

This will reboot the product. Your settings will not be changed. Click "Reboot” to reboot the product now.

Reboot

4

To restart Managed APs click the Restart icon for the specified AP on the
Dashboard:

Action

QEIB)C i?;li’q-.":n%
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IV-2. DASHBOARD

FDIiMAX Z°

The dashboard displays amayview of your AP array:

Auto Refresh Time @ 1 minute ) 30 seconds  Disable 56
System Information c=) Managed AP c=
= c=
Product Name Search [Z mateh whole words
Host Hame APOOAABBCCOD10
MAC Address 00:AABBICCDDID Index MAC Address Device Name Model IP Address ~ 24G Channel  5G Channel Clients Status
1P Address 19218821 1 74DABB27ABIS4  APTADAJE2TIBSE  CAPI200 192.168.2.124 11 % 0 O =)
Firmware Version 1.3.1 =
System Time 201511106 153315 2 74DA3E0323:9C  APTADAIE03230C  WAPITSO 1921682102 11 % 0 () 9)
Uptime 0 day 03:34:20 3 TADA3E2T1B4E  APTADA3EZT1B4E CAPI200 192 168.2.120 1 35 0 (]
| N —
4 74DA38271B:38  APT4DAIB2TIBIE  CAPI200 182.168.2.118 11 3% 0 () =)
e m— 2
)
3 T4DA3B2TABIC  APT4DA3Z2T1BIC CAP1200 192.188.2.10 11 % 0 (] %)
& 80:1F:02:CC:00-10  APBD1FO2CCOD10 WAPITSO 1921682105 11 * 0 (] )
Devices Information —.
7 74DAB8271B:46  APT4DAIGZTIBAE  CAPI200 192.168.2.121 11 % 0 () )
Device Number 8 74DA3B2T1B 40 APTADA3B2T1B40 CAP1200 1921682126 1 o) 0 (»] (DEN @)
Access Points 10 =
9 74DA382718:44  APTADAIS2TIB44  CAPI200 1921682127 1" 3 0
Client Devices 0 0 !
Rogue Devices 0 10 74DABE2TABIE  APTADAISZTIBIE  CAPI200 192168.2.128 11 % 0 () CEEIO®)
Managed AP Group
Search [“mateh whole wards
Group Name MAC Address Device Name Model 1P Address Clients Status Action
System Defautt (10)
74DAIBITIBS4  APT4DA3GZTIBSS CAP1200 192.1682124 0 (#) e
T4DAIB0323:9C  APT4DA3B03239C WAP1750 192.166.2.102 0 (%] &)
T4DAIZITABAS  APT4DA3E2TIB4S CAP1200 192.168.2.120 0 (%) &)

— =
74DA3EITIB38  APT4DA3EZTIBIS CAP1200 192.1682 118 0 (#) ©)c))
74DA3B2TABAC | APT4DA36271B3C CAP1200 192.168.2.10 0 (»] &)

. =

801F.02:CCOD10 APEU1FI2CCODT0 WAPITSO 192.1682.108 0 () &)
- =
T4DAIB2T18:46  APT4DA3E2T1B46 CAP1200 192.168.2121 0 o &)
: . )
T4DAIEITABAD  APTDA3E2TIB4D CAP1200 192.168.2.126 0 (#] &)

— o
T4DAIBIT 1844 APT4DA3G2TIB44 CAP1200 192.168.2 127 0 (%) O]

. . oY
T4DABB2TABIE  APT4DA3B2TIBIE CAP1200 192.166.2.128 0 (%] )
Active Clients o=
=
Search [T] mateh whole words
Index C"E"(rg:: (EIEE ""ACSME"ES WILAN User Name Radio Signal(%) C“""E[’:” Tim  leTime  Tx(KB]  Rx(KB) Vender
Empty
Active Users o=
Ce=
Search [T mateh whole wards
m:e User Name MAC Address IP Address SSID Creator Create Time Expire Time Usage Percentage Vendor Platform Ac:lo
Empty

I.-'"_"'-. .-"'_"'-.I

e

Use the blue icons above to refresh or collapse each panel in the dashboard.
Click and drag to move a panel to suit your preference. You can set the
dashboard to auterefresh every 1 minute, 30 seconds or disable anatfoesh:

Auto Refresh Time : '® 1 minute 30 seconds Disable 35
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IV-2-1. System Information

System Informationdisplays information about the AP Controll@roduct
Name (model), Host Name, MAC Address, IP Address, Firmware Version,
System Time and Uptime (time the access point has bee&bBh) Usage &
Memory Usge

System Information .;(3:.;:;.

Product HName

Host Hame APODAABBCCDDAD
MAC Address 00.AABB.CC.OD:10
IP Address 152.168.2.1
Firmware Version 1.3.1

System Time 20151106 15:44:04
Uptime 0 day 03:35:05
CPU Usage |_ 4%
Memory Usage I 0%

I\V-2-2. Devices Information

Devices Informationis a summary of the number of all devices in the local
network: Access Points, Clients Connected, and Rogue (unidentified) Devices.

Devices Information (C\(=)
Device Number

Access Points 10

Client Devices 0

Rogue Devices 0
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IV-2-3. Managed AP

Managed ARldisplays information about eadianaged AP in the local
network: Index (reference number), MAC Address, Device Name, Model, IP

Address, 2.4GHz & 5GHz Wireless Channel Number, No. of Clients connectec

to each access point, and Status (connected, connecting or disconnected).

Managed AP I:C:(—:'
Search [T match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status
1 T4:0A38:27:18:54  APT4DA3BZT1B34 CAP1200 192.168.2.124 il 35 0 o
T4:0A:38:03:23:8C  APT4DA3B03235C WAP1TS0 182.168.2.102 il 35 0 o
3 T4:DA38:27:18:48  APT4DA3BZT1B48 CAP1200 18921682120 il 35 0 o
4 T4:DA38:27:18:38  APT4DA3BZT1B38 CAP1200 182.168.2.118 il 35 0 o
5 T4:DA38:27:1B:3C  APT4DA3EZT1B3C CAP1200 182.168.2.110 il 35 0 o
[ 80:1F:02:CC:DD:10  APB01FO2CCDD10 WAP1TS0 192.168.2.105 il 35 0 o
7 T4:DA38:27:18:45  APT4DA3BZT1B46 CAP1200 1821882121 il 35 0 o
8 T4:DA38:27:18:40  APT4DA3E2T1B40 CAP1200 1921682128 il 35 0 o
9 T4:DA38:27:18:44  APT4DA3BZT1B44 CAP1200 1921882127 il 35 0 o
10 T4:DA38:27:1B:3E  APT4DA382T1B3E CAP1200 18921682128 il 35 0 o

Theseard function can be used to locate a specific Managed AP. Type in the
search box and the list will update:

Search I[ w-.ﬂatch whole words

TheStatusicon displaygrey(disconnected)yellow(connecting) ogreen
(connected) for each Managed AP.

91 OK al yI 3s8tene! tA OR I4ha folBwing fiinctions:

1. Disall 6l8.6l\%|

Remove the Managed AP from the AP array and disable connectivity.

2. Edit
Edit various settings for the Managed AP (refeiM®-1. Access Poiit

3. Blink LED s
¢KS alyl 3SR 't Qa [ 95 g6Af {&ldcatd
access points.
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4. Buzzer L o
¢CKS alyl 3SR !'tQa odzZll SN gAff az2dz
access points.

5. Network Connectivity o o o
D2 U2 UKS &d&bSuU62N) [/ 2YYSOuUuAGAUEE

6. Restart
Restarts the Managed AP.

IV-2-4. Managed AP Group

Managed APs can be grouped according to your requirembtdaaged AP
Groupdisplays information about each Managed AP group in the local
network: Group Name, MAC Address, igeName, Model, IP Addre$¢o. of
Clients connected to ea@tcess point, and Status (connected or
disconnected).

To edit Managed AP Groups goNMS Setting®\ Access Poinfrefer to
IV-5-1. Access Poit

Managed AP =)
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4:0A38:27:18:54  APT4DA3BZT1B34 CAP1200 192.168.2.124 il 35 0 O @
T4:0A:38:03:23:8C  APT4DA3B03235C WAP1TS0 182.168.2.102 il 35 0 O @

3 T4:DA38:27:18:48  APT4DA3BZT1B48 CAP1200 18921682120 il 35 0 O @

4 T4:DA38:27:18:38  APT4DA3BZT1B38 CAP1200 182.168.2.118 il 35 0 O @

5 T4:DA38:27:1B:3C  APT4DA3EZT1B3C CAP1200 182.168.2.110 il 35 0 O @

[ 80:1F:02:CC:DD:10  APB01FO2CCDD10 WAP1TS0 192.168.2.105 il 35 0 O @

7 T4:DA38:27:18:45  APT4DA3BZT1B46 CAP1200 1821882121 il 35 0 O @

8 T4:DA38:27:18:40  APT4DA3E2T1B40 CAP1200 1921682128 il 35 0 O @

9 T4:DA38:27:18:44  APT4DA3BZT1B44 CAP1200 1921882127 il 35 0 O @

10 T4:DA38:27:1B:3E  APT4DA382T1B3E CAP1200 18921682128 il 35 0 O _ E

The search function can be used to locate a specific Managed AP Group. Typ:
in the search box and thestiwill update:

Search I[ I}-ﬂatch whole words

TheStatusicon displaygrey(disconnected)yellow(connecting) ogreen
(connected) for each individual Managed AP. ) o
9F OK al yI IAStRNE! tA ORIY&E GAUK U0KS F2ff 2«
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OEE) O
0685866
1. Disallow

Remove the Managed AP from the AP aang disable connectivity.

2. Edit
Edit various settings for the Managed AP (refei®-1. Access Poiit

3. Blink LED s |
¢KS alylr3asSR 't Qa [95 gAtt Ftl akK
access points.

4. Buzzer o o
¢KS alyl 3SR 't Qa 0 dzl toSaNidenkify & locate dzy
access points.

5. Network Connectivity o S
D2 02 U0UKS dabSug2N)] [/ 2YyYySOUAUDAuUEecE

6. Restart
Restarts the Managed AP.

I\V-2-5. Active Clients

Active Clientdisplays information about each client in theedl network:

Index (reference number), Client MAC Addi@BsSMAC Addresg/LAN, User
Name, Radio (frequency), Signal Stren@ibnnected Time, Idle Time, Tx & RXx
(data transmitted and received) and Vendor of the client device

SSSSSSS

Edimax 2 4GHz N/A 24GHz 100 3min47secs 0 1604 1453  Sony Mobile Communications AB
Edimax 5GHz N/A 5GHz 100 3 min 46 secs 0 5.066 602327  Apple

The search function cdre used to locate a specific client. Type in the search
box and the list will update:

Search I[ I}-.ﬂatn:h whole words
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IV-2-6. ActiveUsers

Active Usersdisplays information about eaalserin the local networkvia

guest portalsindex (reference number), User NarkAC AddressP Addess
SSID, Creator, Create Time, Expire ,Tusage Percentage, Vendor & Platform
of the user device

Active Users .:é:.:::.
Search Match whole words

IiE P:rcentag Vendor Platform ADT:I

TIE User Name MAC Address IP Address 55D Creator Create Time Expire Time

Empty

The search function can be used to locate a specific client. Type in the search
box and the list will update:

Search I[ mﬂatch whole words
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IV-3. ZONE PLAN

The Zone Plan carelfully customized to match your network environment.
You can move the AP icons and select different location images (upload
location images iNMS Setting®#y Zone Edi} to create a visual map of your
AP array.

im 10m 0m ISm
| |
Y9l

9 o o ®©
| 7.16 7 Location §

4812 0 ’ qpoo Default M

2516 0 0 Add || Edit
v

APBOIF02CCDD o
APT4DA3803239C 20543 m* L AP Group
4312 Show All
o Off Search
T4DA38271B-- @ ‘ 4
APT74DA38271B.- '@ .
AP74DA38271B--g Radio
APT74DA38271B.-'o ¥ 24GHz 5GHz
AP'MDASSZ 1By
AP74DA382713
4
74]) 8271B44
1
- |
0
ing Room ‘1J ._l ._‘
I 4
- | |
] ]
£ 5 My |
o e
|| |
* m m Lrl1—|1—‘ rl o
15,076 4.500 14.453
o

Use the menu on the right side to make astiments and mousever an AP
icon in the zone map to see more information. Click an AP icon in the zone
map to select it and display action icons:

EI
Name: APT4DA3IS0000B4
MAC: T41DA-38:00:00B4

Channel: 0 (11a/m-20), 0 (11g/n-20/40)
B: -
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Click and drag an AP icon to move the icon around the zone map. The signal
strength foreach AP isdispe SR | OO2NRAY 3 102 U0UKS a
the right side:

AP{':')AE 803B620

I AP{bAS 803B620

2,

Location Select a pralefined location from the drop
down menu. When you upload a location
image INNMS Setting®y Zone Editit will be
available for selection here.

AP Group You carselect an AP Group to display in the
zone map. Edit AP GroupsNiMS Setting®h
Access Point.

Search Use the search box to quickly locate an AP

Radio Use the checkboxes to display APs accordi
to 2.4GHz or 5GHz wireless radio frequenc

Signal Signadstrength key for the signal strength
display around each AP in the zone map.

Zoom Use the slider to adjust the zoom level of th
map.

Transparency Use the slider to adjust the transparency of
location images.

Scale Zone map scale.

Device/Number Disphys number and type of devices in the
zone map.
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IV-4. NMS MONITOR
IV-4-1. Access Point

IV-4-1-1.Managed AP

Displays information about each Managed AP in the local netviodex
(reference number), MAC Address, Device Name, Model, IP Address,&.4GHz
5GHz Wireless Channel Number, No. of Clients connected to each access poi
and Status (connected, connecting or disconnected).

Managed AP =)
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4DA3E2T.1B:54  APT4DA3BZT1BS4 CAP1200 192166 2.124 " 36 o o @
T4:0A:38:03:23:8C  APT4DA3B03235C WAP1TS0 182.168.2.102 il 35 0 o

3 T4:DA38:27:18:48  APT4DA3BZT1B48 CAP1200 18921682120 il 35 0 o

4 T4:DA38:27:18:38  APT4DA3BZT1B38 CAP1200 182.168.2.118 il 35 0 o

5 T4:DA38:27:1B:3C  APT4DA3EZT1B3C CAP1200 182.168.2.110 il 35 0 o

[ 80:1F:02:CC:DD:10  APB01FO2CCDD10 WAP1TS0 192.168.2.105 il 35 0 o

7 T4:DA38:27:18:45  APT4DA3BZT1B46 CAP1200 1821882121 il 35 0 O

8 T4:DA38:27:18:40  APT4DA3E2T1B40 CAP1200 1921682128 il 35 0 o

9 T4:DA38:27:18:44  APT4DA3BZT1B44 CAP1200 1921882127 il 35 0 o

10 T4:DA38:27:1B:3E  APT4DA382T1B3E CAP1200 18921682128 il 35 0 o _

Thesearchfunction can be used to locate a specific Managed AP. Type in the
search box and the list will update:

Search I N.ﬂatn:h whole words

TheStatusicon displays the status of each Managed AP.

Status Icons
Icon | Color Status Definition
Managed AP is disconnectdélease
O Grev | Disconnected check the network connecti@nd ensure
y the Managed AP is in the same IP subr
as the AP Controller.
Authentication| System security must be the same for &
O Red |Failed accesgoints in the AP arraplease
check security settings (refer it¢-5-8-1.
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EDIMAX G2

Or System Securily
Incompatible | Access points must use the same versi
NMS Version | of Edimax NMS: the managed AP will n
be able to make configurationBlease
dzaS GKS 't [/ 2y (NPTt
function (refer taV-5-7. Firmware
Upgrade.
. Please wait while the Managed AP mal
Configuring or : : : . :
O Orange U : configurations or while the firmware is
pgrading :
upgrading.
Please wait while Managed AP is
Yellow| Connecting | connecting.
Managed AP is connected.
O Green | Connected
Managed AP is waiting for approval.
O Refer tolV-5-1. Access Point: Auto
Blue Waiting for Approval Note:32Managed APs are
Approval supported. Additional APs will display tt
statusuntil an existing Managed AP is
removed.
91 OK al yI I8tRné! th ORIWVE ®AGK (GKS F2ff 2¢

1. Disallow

OEE) O
11

060

Remove the Managed AP from the AP array and disable connectivity.

Edit various settings for the Managed AP (refelM®-1. Acess Point

1. Edit
2. Blink LED o
¢KS alyl 3SR

access points.

3. Buzzer

1t Q&4 [95 gAff TFilak
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¢KS alylF3aSR !''tQa o6dd 1 SN gAff &2 dzy
access points.

4. Network Connectivity o A o
D2 (2 0(0KS ab g2 N y/SEy 20 LISHEF 2 N

5. Restart
Restarts the Managed AP.

IV-4-1-2.Managed AP Group

Managed APs can be grouped according to your requirembtdaaged AP
displays information about each Managed AP in the local netwondex

(referene number), MAC Address, Device Name, Model, IP Address, 2.4GHz
5GHz Wireless Channel Number, No. of Clients connected to each access poi
and Status (connected, connecting or disconnected).

To edit Managed AP Groups goNMS Setting®\ Access Poinfrefer to
IV-5-1. Access Poit

Managed AP =)
Search Match whole words
Index MAC Address Device Name Model IP Address 2.4G Channel 5G Channel Clients Status Action
1 T4:0A38:27:18:54  APT4DA3BZT1B34 CAP1200 192.168.2.124 il 35 0 o @[ :"
T4:0A:38:03:23:8C  APT4DA3B03235C WAP1TS0 182.168.2.102 il 35 0 o @

3 T4:DA38:27:18:48  APT4DA3BZT1B48 CAP1200 18921682120 il 35 0 o @

4 T4:DA38:27:18:38  APT4DA3BZT1B38 CAP1200 182.168.2.118 il 35 0 o @

5 T4:DA38:27:1B:3C  APT4DA3EZT1B3C CAP1200 182.168.2.110 il 35 0 o @

[ 80:1F:02:CC:DD:10  APB01FO2CCDD10 WAP1TS0 192.168.2.105 il 35 0 o @

7 T4:DA38:27:18:45  APT4DA3BZT1B46 CAP1200 1821882121 il 35 0 o @

8 T4:DA38:27:18:40  APT4DA3E2T1B40 CAP1200 1921682128 il 35 0 o @

9 T4:DA38:27:18:44  APT4DA3BZT1B44 CAP1200 1921882127 il 35 0 o @

10 T4:DA38:27:1B:3E  APT4DA382T1B3E CAP1200 18921682128 il 35 0 o @I_ E

The search function can be used to locate a specific Managed AP Group. Typ:
in the search box and the list will update:

Search I[ I}-ﬂatch whole words

TheStatusicon displaygrey(disconnected)red (authentication
failed/incompatible NMS versig, orange(upgrading firmware)yellow
(connecting)green(connected) oblue (waiting for approval) for each
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individual Managed AP. Refer IV-4-1-1. Managed APStatus Icon$or full
descriptions.

91 OK al yI 3/8thne! th ORIVE & A (fctionk:S F2f f 2 ¢

2. Disallow ' Ial 6' G‘JI

Remove the Managed AP from the AP array and disable connectivity.

3. Edit
Edit various settings for the Managed AP (refet®-1. Access Poiit

4. Blink LED s |
¢KS alylr3aISR 'tQa [95 gAtt Ftl aK
access points.

S. Buzzer o o
¢KS alylr3ISR 't Qa odzl Il SN gAfft az2dz
access points.

6. Network Connectivity o S
D2 02 U0UKS dabSuUg2N)] [/ 2YyYySOUAUDAuUEecE

7. Restart
Restarts the Managed AP.
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IV-4-2. WLAN

I\V-4-2-1.Active WLAN

Displays information about each SSID in the AP Aimdex (reference
number), Name/SSID, VLAN ID, Authentication, Encryption, IP Address and
Additional Authentication.

To configure encryption and VLANSs for Managed APs oS Setting A
WLAN

The search function can be used to locate a specific SSID. Type in the search
box and the list will update:

Search I[ w-.ﬂatch whole words

Active WLAN

Search [T match whole words

Index Name/ /ESSID VLAN ID Authentication Encryption Additional Authentication
1 SSID_DEMO_1 1 OPEN NONE Mo additional authentication

2 SSID_DEWO_02 1 OPEN NONE Mo additional authentication
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I\V-4-2-2.Active WLAN Group

WLAN groups can be created according to your preference. Active WLAN
Group displays information about MAN groupGroup Name, Name/SSID,
VLAN ID, Authentication, Encryption, IP Address and Additional
Authentication.

The search function can be used to locate a specific Active WLAN Group. Typ
in the search box and the list will update:

Search I[ I}-.ﬂatn:h whole words
Active WLAN Group
Search Match whole words
Group Name Name/ESSID VLAN ID Authentication Encryption Additional Authentication
Wizard WLAN 2.4G Group 1 (1)
Edimax 2. 4GHz 1 WPAZPSK AES No additional authentication
Wizard WLAN 5G Group 2 (1)
Edimax 5GHz 1 WPAZPSK AES No additional authentication

IV-4-3-1.Active Clients

Displays information about clients currently connected to the AP Amalgx
(reference numberlient MAC Address, AP MAC Address, WLAN (3&4D),
Name,Radio (2.4GHz or 5GHz), Signal Strength received by Client, Connectec
Time, Idle Time, Tx & Rx (Data transndtnd received by Client in KB).

You can set or disable ghe autefresh time for the cIieqt list or click
AOWSTNBaKe 02 YlIydzaftfte NBFTFNBHaKO®

The search function can be used to locate a specific client. Type indhehse
box and the list will update:

Search I N.ﬂatn:h whole words
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Refresh time

Auto Refresh time * 1 Minute '~ 30 seconds Disable
Manual Refresh Refresh

Search Match whole words
Index Client MAC Address v AP MAC Address v WLAN v User Name v Radio v Signal(%) v Connected i Time v Idle Time w Tx(KB) » Rx(KB) v Vender
1 4C:7C:5F3B:F1:89 T4:DA'38:27:1B:46 Guest 2.4GHz user002 2.4GHzZ 100 1 min 17 secs 0 455182 42152 Apple
Sony Mobil
2 B4:527TE:84DB5B T4:DA38:27-1B:48 Guest 2.4GHz user001 2.4GHz 100 2 min 12 secs el 117065 341822 Communica tions
AB
3 4C:7CI5F3B:F1:89 T4:DA38:2T:1B:48 Guest 2.4GHz user002 2.4GHz 100 1 min 44 secs 101 2.468 125 Apple

IV-4-4. Rogue Devices

Rogue access point detection can identify any unauthorized access points
which may have been installed in the network.

[ £t A01 aG{GFNIE G2 a0y F2N NRP3IdzS RS
Start

-0

Unknown Rogue Devices digp$ information about rogue devices discovered
during the scanindex (reference numbeghannel, SSID, MAC Address,
Security, Signal Strength, Type, Vendor and Action.

The search function can be used to locate a known rogue device. Type in the
search ba and the list will update:

Search ]:[ I:g-.ﬂatch whole words

Rogue Devices

Scan Start

Unknown Regue Devices

Search Match whole words

Index  Channel S5ID MAC Address Security Signal (%) Type Vendor Action
Mo Rogue Device

Knewn Rogue Devices

Search Match whole words
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IV-4-5. Information

IV-4-5-1.All Events/Activities

Displays a log of timstamped events for each access point in the Agage
the drop down menu to select an access point and view the log.

Select AP: 74.D4:38:27:1B:54 ¢

2015M1/06 12:08:33: [S3]: [admin]: Managed AP(74:0A:38:27:18:54) connect successfully -
2015M11/06 12:11:56: [S3): [admin]): Managed AP(74:DA:38:27:18:54) connect successfully
2015M1/06 12:13:44: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) connect successfully
2015M1/06 12:20:39: [S3]: [admin]: Managed AP(74:DA:38:27.18:54) was disconnected
2015M1/06 12:23:34: [S3]: [admin]: Managed AP(74:0A:38:27:18:54) connect successfully
2015M11/06 12:42:47: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015M1/06 12:44:44: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015/M11/06 12:46:41: [S3]: [admin]: Managed AP(74:DA:38:27.18:54) was disconnected
2015M1/06 12:48:39: [S3]: [admin]: Managed AP(74:0A:38:27:18:54) was disconnected
2015M1/06 12:50:22: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015M1/06 12:51:52: [S3]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015M11/06 12:53:22: [53]: [admin]: Managed AP(74:0A:38:27.18:54) was disconnected
2015M1/06 12:59:00: [S3]: [admin]: Managed AP(74:0A:38:27:18:54) was disconnected
2015M1/06 13:00:58: [S3]: [admin]: Managed AP(74:DA:38:27:18:54) was disconnected
2015M1/06 13:02:55: [33]: [admin]: Managed AP(74:04:38:27:18:54) was disconnected
2015/11/06 13:0 [S3]: [admin]: Managed AP(74:DA;38:27:16:54) was disconnected
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I\VV-4-5-2.Monitoring

Displays graphical monitoring information about access points in the Array for
2.4GHz & 5GHZraffic Tx (data transmitted in MB), Traffic Rx (data received

in MB),No. of Clients, Wireless Channel, Tx Power (wireless radio power), CPI
Usage and Memorydage.

Use the drop down menus to select an access point and date.

You can set or disable the adtefresh time for the data:

Auto Refresh Time : "®' 1 minute 30 seconds Disable 35

Select AP: | D0AABB:.CC.DD:22 T 201210102 * Auto Refresh Time © ® 1 mmute 30 seconds © Dhisable 47

Traffic TX

rd Select ANl

24GHz )
Trafhic TX 21

IK]BI
1
Time (hour)
o ! 1
434
SGHz “hn
Traffic TX 217
(MB) B
1 2 12
Tiume (hour)
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IV-5. NMS Settings

IV-5-1. Access Point

Displays information about each access point and access point group in the
localnetwork and allows you to edit access points and edit or add access
point groups.

Thesearchfunction can be used to locate an access point or access point
group. Type in the search box and the list will update:

Search I[: I:é-.ﬂatch whole words

Access Point

Search [T Match whale wards
[} MAC Address Device Hame Model AP Group 2.4G Channel 5G Channel 24G Tx Power 5G Tx Power Status Action
[ 74:DA38:27.18:54 APTADAZBZT1B54 CAP1200 System Default " 36 Full Full 0 .
[} T4:DA38:03:23:9C APT4DA3IB03Z35C WAP1TS0 System Default il 36 Ful Full 0
[ T4:DA38:27.18:48 APTADAZBZT1B48 CAP1200 System Default " 36 Full Full 0
[ T4:DA38:2718:38 APTADA3BZT1B3E CAP1200 System Default " 36 Full Full 0
[} T4:DA38:2T1B:3C APTADAZBZTIBAC CAP1200 System Default " 36 Ful Full o
[ 80:1F:02:.CC:DD:10 APB01FOZCCDDN0 WAP1750 System Default " 36 Full Full 0
[ T4:DA38:2718:46 APTADAZBZT1B46 CAP1200 System Default " 36 Full Full 0
[ 74:DA38:27.18:40 APTADA3E2T1B40 CAP1200 System Default " 36 Full Full 0
[ T4:DA38:2718:44 APTADAZBZT1B44 CAP1200 System Default " 36 Full Full 0
[} T4:DA38:2T:1B:3E APT4DAIEZT1B3E CAP1200 System Default il 36 Ful Full 0

[ Refiesh | [ Bait | | Delete Selecwed | | Deleresll |

Access Point Group

Search [T] match whole words
m Group Name AP Members IELULL eprmirEr o Lo HTS 5G GuestNetwork oy profile  Access Control Profile
Profile Profile Profile
|:| System Default 10 Dizabled Disabled Disabled Disabled Disabled Disabled

[ 29d | [ Bait | [ Clone | | Deleeselocied | [ Delesau |

Access Point Settings

Auto Approve @ Enable ) Disable

Apply

TheStatusicon displaygrey(discomected),red (authentication
failed/incompatible NMS versiongprange(upgrading firmware)yellow
(connecting)green(connected) oblue (waiting for approval) for each
individual Managed AP. ReferV-4-1-1. Managed APStatus Icons$or full
descriptons.
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Thed ! O (i ikoRs/ehable you to allow or disallow an access pl ()] [+ ]

Select an access point or access point group using the 7 [ Edi

checko 2 ESa | BdE Q@f2A Ol (&6 OZ2Yy T A — 2y a

GAdde U2 I RR | ySg¢g IO0O0OSaa L3 P dzL
Add

TheAccess Point Satigspanel can enable or disable Auto

Approve for all Managed APs. When enabled, Managed APs will automatically
join the AP Array with the Controller AP. When disabled, Managed APs must
be manually approved to join the AP Array with the Controller AP.

Access Point Settings

Auto Approve *' Enable Disable

Apply

Access Point Settings
Auto Approve Enable or disable Auto Approve for all
Managed APs.

To manually approve a Managed AP, usedlieva ! OG0 A2y € A O2Y
specified access point:

Edit Access Point

Configure your selected access point on your LAN C#niset the access

point as a DHCP client or specify a static IP address for your access point, anc
assign the access point to an AP group, as well as edit 2.4GHz & 5GHz wirele
radio settings. An events log is displayed at the bottom of the page.

You @an also us#rofile Settinggo assign the access point to WLAN, Guest
Network, RADIUS and Access Control groups independently from Access Poir
Group settings.

/| KSO1Ovérmd&Group Settings 0 2E (2 dzaS RATFTTSNES
for access pointassigned to AP Groups:

¥ Override Group Setting
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Name APTADA3803B530
MAC Address 74:DA:38:03:B5:30
AP Group System Default v
IP Address Assignment

IP Address 192.168.222.101
Subnet Mask 2552552550

Default Gateway User-Defined v

IP Address Assignment

Override Group Setting | Static

192.168.222 2

v | [192.168.222.3
v | [192.168.222 4

IP

Address ¥

¥ Override Group Setting | DHCP Client v

IP Address 192 168.222 101

Subnet Mask 255 255 25510

Default Gateway
Primary DNS

Secondary DNS

From DHCP r | |192.168.222 2

From DHCP v | [192.168.222.3

From DHCP r | |192.168.222 4

Basic Settings

Name

Edit the access point name. The default na
is AP + MAC address.

Description

Enter a description of the access point for
reference e.qg. % Floor Office.

MAC Address

Displays MAC address.

AP Group

Use the drop down menu to assign the AP {
an AP Group. You can edit AP Groups from
the NMS Setting#y Access Poinpage.

IP Address
Assignment

{StSO0 a51/t [ éshdSnytd ¢
be assigned a dynamic IP address from yol
NR dzi SNR& 51/t aSNBSI
manually specify a static/fixed IP address fc
your access point (below). Check the box
GhSNNARS DNRdzZLI { S
member of an AP Group arydu wish to use
a different setting than the AP Group setting

IP Address

Specify the IP address here. This IP addres
will be assigned to your access point and w,
replace the default IP address.

Subnet Mask

Specify a subnet mask. The default value is
255.255.255.0
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Default Gateway |C2NJ 51/t dzaSNBRZX &Sf !
default gateway from your DHCP server or
G! B5SNFAYSRE (2 Sy idSN
For static IP users, the default value is blan
Primary DNS DHCP users can selécC NB Y tbdef t
LINAY| NE 5b{ &aSNISNI;:
G ! &559\F A tp Bahdally enter a value. Fc
static IP users, the default value is blank.
Secondary DNS | DHCP users can seléeclC NB Y tb dgef t
8SO2YRINBE 5b{ &aSNBSI
ord ! aCeMER 40 manually enter a value.
For static IP users, the default value is blan

VLAN Settings

Wired LAN Port VLAN Mode VLAN ID
Wired Port{#1) Override Default Setting | Untagged Port v Override Default Setting |1

Wired Port{#£2) Override Default Setting | Untagged Fort ¥ Override Default Setting |1

Managemen t VLAN ID Override Default Setting |1

VLANSettings

Wired LAN Port Identifies LAN port 1 or 2.

VLAN Mode {SEtSO0 da¢lIIASR t 2NIéE
specified LANhterface.

VLAN ID Set a VLAN ID for specdimterface, if
G! yal33ISR t 2NIé¢ Aa a

Management VLAN

VLAN ID /] KSO1 Wh @S NN R Speé&fptiel
VLAN ID of thenanagement VLANDnly the
hosts belonging tthe sameVLAN can manag
the device
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Radio Settings

Radio B/G/N (2.4 GHz)

Domain CH1-13 ([ETSI/MKK) ¥

Wireless Override Default Setting
Band Override Default Setting
Auto Pilot Override Default Setting

position on the Zone Plan first.

Auto Pilot Sensitivity Override Default Setting

Auto Pilot Range Override Default Setting

Auto Pilot Interval Override Default Setting

Radio A/NIAC (5.0 GHz)

W52, W53, W56 (MKK)
Disable * Override Default Setting
11bigin ~ Override Default Setting

Enable ¥ |Please set AP Override Default Setting

Low v Override Default Setting
Ch1-11 » Override Default Setting
Oneday r Override Default Setting

v

Dizable ¥
11ain v

Enable ¥ |Please set AP

position on the Zone Plan first.

Low ¥
Band 1 v

Oneday v

Change channel even if clients are connected

Change channel even if clients are connected

Channel Override Default Setting

Channel Bandwidth Override Default Setting

Owerride Default Setting
1,2,5.5,11 Mbps

BSS BasicRate Set

Y
=) Advanced Settings

Radio BIG/N (2.4 GHz)

Contention Slot Override Default Setting

Preamble Type Override Default Setting

Guard Interval Override Default Setting

802.11n Protection Override Default Setting

CE Adaptive Override Default Setting

DTIM Period Owverride Default Setting

RTS Threshold Override Default Setting

Fragment Threshold Override Default Setting

Multicast Rate Override Default Setting

Tx Power Override Default Setting

Override Default Setting
Beacon Interval

ms)

Station idle timeout Override Default Setting

seconds)

Ch 11 _2462MHz ¥ Override Default Setting
[ 20LNINEZ

Ch 36, 5.18GHz v
20 MHz Override Default Setting | 20 MHz A
= Override Default Setting | 6,12 24 Mbps »
Radio AIN/AC (5.0 GHz)
Short ¥
Short ¥
Short GI * Override Default Setting | Short Gl »
Enable ¥ Override Default Setting | Enable ¥
Disable ¥
1 (1-255) Override Default Setting |1 (1-255)
2347 (1-2347) Override Default Setting (2347 (1-2347)
2346 (256—2346) Override Default Setting 2346 (256-2348)
Auto v Override Default Setting | Auto v
100% Override Default Setting | 100% ¥
100 (40-1000 Override Default Setting |100 (40-1000
ms)
60 (30-85535 Override Default Setting |60 (30-65535

seconds)

Radio Settings

Domain

Set the reglatory domain for the access
LZ2AYyuQa oANBIt Saa OKI

Wireless

9yl ofS 2NJ RAalIoO6tS 0l
5GHz wireless radio. When disabled, no SS
on that frequency will be active.

Band

Select the wireless standard used foet
access point. Combinations of 802.11b,
802.11qg, 802.11n & 802.11ac can be select

Auto Pilot

Enable/disable auto channel selection. Autc
channel selection will automatically set the
gANBt Saa OKIyySt TF2I
or 5GHz frequency bad on availability and
potential interference. When disabled, selec
a channel manually.

Auto Pilot Range

Select a range from which the auto channe
setting (above) will choose a channel.
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Auto Pilot Interval | Specify a frequency for how often the auto
channel setting will check/reassign the
GANBKt Saa OKIyySto |/
OKIyySt SgSy AT OfA
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.

[
b

These settings are for experienced users only. Please do not change any of th
values on this page unless yoweaiready familiar with these functions.

4 Changing these settings can adversely affect the performance of
& your access point.

Advanced Settings

Contention Slot [{ St SO0 & { K 2tNdv&lueasNided fp
contention windows in WMM (seB/-6-7.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancy Cheblk)ck for
communication between thaccesgoint and
roaming wireless adapter3he defaut value is
G{ K2NI t NSl YofS¢ D
Guard Interval Set the guard intervalA shorter intervatan
improve performance.

802.11g Protection| Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send & to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)
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802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RIBS
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set theRTS threshold dhe wireless radio. lie
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S (GKS a! dzizé aSiaiaa

Tx Pover Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.
Beacon Interval Setthe beacon interval ofhe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.

Profile Settings

Radio B/GIN (2.4 GHz) Radio AN (5.0 GHz)
WLAN Group Override Group Setting | VWLAN Group 2 ¥ Override Group Setting | WLAN Group 3 ¥

Guest Network Group Override Group Setting | Dizable v Override Group Setting | Dizable ¥

RADIUS Group Override Group Setting

Access Control Group Override Group Setting | Default

Profile Settings

WLAN Group laaA3dy GKS | 00Saa L
SSID(s) to a WLAN Group. You can edit WI
groups iNNMS Setting®A WLAN

Guest Network laaA3dy GKS | 00Saa L
Group SSID(s) to a Guest Network Group. You ca
edit Guest Network groups NMS Setings

A Guest Network
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RADIUS Group laaA3dy O0KS | 00Saa L
RADIUS group. You can edit RADIUS grou;
NMS Setting® RADIUS

Access Control laaA3dy 0UKS | 00Saa L
Group RADIUS group. You can edit RADIUS griou|
NMS Setting®y Access Control
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Add/Edit Access Point Group

Configure your selected
settings.

You can userofile Growp

access point group. Access point group settings apply
to all access points in the group, unless individually set to override group

Settingsto assign the access point group to WLAN,

Guest Network, RADIUS and Access Control groups.

TheGroup Settingpanel

groups.

Basic Group Settings

Name System Default

can be used to quickly move access points between
existing groups: select an access point and use the drop down menu or searck
to select access point groups and use << and >> arrows to move APs betweel

Description System default group for APs

Basic Group Settings
Name Edit the access point group name.
Description Enter a description of the access point grou

for reference e.g.”? Floor Office Group.

VLAN Group Settings

Wired LAN Port VLAN Mode
Wired Port(#1) Untagged Fort ¥

Wired Port{#2) Untagged Port

Management VLAN ID 1

VLAN ID
1

1

VIANGroup Settings

Wired LAN Port Identifies LAN port 1 or 2.
VLAN Mode {SESO0 da¢lIIASR t 2NI¢E
specified LANhterface.
VLAN ID Set a VLAN ID for specified interface, if
G! yil33ISR t 2NlI€ Aad &
Management VLAN
VLAN ID | KSOASNINWA RS 5 S T Ipatify the

VLAN ID of thenanagement VLANDnly the
hosts belonging téhe sameVLAN can manag
the device
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Radio Group Settings

Radio BIG/N (2.4 GHz)

Domain CH1-13 (ETSIIMKK) ¥
Wireless Enable ¥
Band 11bign
Auto Pilot fireL.
Auto Pilot Sensitivity Low r
Auto Pilot Range Ch1-11
Half day v

Auto Pilot Interval

Change channel even if clients are connected

Ch 11, 2462MHz v
20 MHz ~
all

Channel

Channel Bandwidth

B55 BasicRate Set

Ir_\l

—/ Advanced Settings

Radio B/IG/N (24 GHz)

Enable ¥ |Please set AP position on the Zone Plan

Radio AINIAC (5.0 GHz)
W52, W53, W56 (MKK)
Enable ¥

1a/nfac ¥
Enable ¥ | Please set AP position on the Zone Plan first,

Low v
Band 1
Half day

Change channel even if clients are connected
Ch 36, 5.18GHz
20 MHz
all

L

Ld

v

L

L

Radio A/N/AC (5.0 GHz)

Contention Slot Short *

Preamble Type Short *

Guard Interval Short GI Short GI

802.11n Protection Enable v Enable ~

CE Adaptive Disable v

DTIM Period 255 (1-258) 255 (1-258)

RTS Thrashold 2347 (1-2347) 2347 (1-2347)
Fragment Threshold 2346 (256-2346) 2346 (256-2345)
Multicast Rate Auto v Auto M

Tx Power 100% v 100% »

Beacon Interval 100 (40-1000 ms) 100 (40-1000 ms)
Station idle timeout 300 (30-65535 seconds) 300 (30-65535 seconds)

Radio Group Settings

Domain Set the regulatory domain for the access
L2ZAYyuQa gANBf Saa OKI
Wireless Oyl ofS 2NJRAalofS Gl

2.4GHz or 5GHz wireless radio. When
disabled, no SSIDs on that frequency will b
active.

Band

Select the wireless standard used for the
access point group. Combinations of 802.1
802.11qg, 802.11n &02.11ac can be selecte

Auto Pilot

Enable/disable auto channel selection. Autc
channel selection will automatically set the
gANBt Saa OKIyySt TF2I
2.4GHz or 5GHz frequency based on
availability and potential interference. Wher
disabled, select a channel manually.

Auto Pilot Range

Select a range from which the auto channe
setting (above) will choose a channel.

Auto Pilot Interval

Specify a frequency for how often the auto
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channel setting will check/reassign the
wireless channel. KSO1 k dzy OKS O
OKIyySt S@Sy AT Of A
according to your preference.

Channel Bandwidth | Set the channel bandwidth or use Auto
(automatically select based on interference
level).

BSS BasicRateSet | Set a Basic Service Set (B8®) this is a
series ofrates to control communication
frames for wireless clients.

These settings are for experienced users only. Please do not change any of th
values on this page unless you are already familiar with these functions.

4 Changing thee settings can adversely affect the performance of
& your access points.

Advanced Settings

Contention Slot [{ St SO0 & { K 2tNdv&lueasNided fp
contention windows in WMM (seB/-6-7.
WMM).

Preamble Type Set the wireless radipreamble type.The
preamble type in 802.11 based wireless
communication defines the length of the CR(
(Cyclic Redundancy Cheblkjck for
communication between thaccesgoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl YofS¢ D
Guard Interval Set theguard interval A shorter intervatan
improve performance.

802.11g Protection| Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Jear to Send (CTS), before a packet is sent
from client.)
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802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clar to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thie wireless radio. lie
default vale is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dziz2zé asSiaiaa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.
Beacon Interval Set the beacon interval afe wireless radio.
The defaultvalue is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.
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Profile Group Settings

Radio B/GIN (2.4 GHz) Radio AINIAC (5.0 GHz)

WLAN Group

Guest Network Group

RADIUS Group

MAC Access Control
Group

Group Settings

Override Default Setting | Disable *
Override Default Setting | Disable *

Override Default Setting | Disable v

Override Default Setting | Disable *

Override Default Setting | Disable *

Override Default Setting | Disable *

Search Search
Group Name : System Default
MAC Address Device Name MAC Address Device Name
No Access Point 80:1F:02:CC:DD:10 APBOD1F0O2CCDD10
= 74:DA:38:27:1B:48 APT4DA3B2T1B48
Members 74:DA:38:27:1B:3C AFT4DA3B2TIB3C
- 74:DA:38:03:23:9C APT4DA3B03239C
74:DA:38:27:1B:46 APT4DA3B2T1B46
74:DA:38:27:1B:38 APTADA3B2T1B3E
74:DA:38:27:1B:54 APT4DA3B2T1B54
74:DA:38:27:1B:40 APT4DA3B2T1B40
74:DA:38:27:1B:3E APTADA3B2T1B3E
74:DA:38:27:1B:44 APT4DA3B2T1B44

Profile Group Settings
WLAN Group laaAr3dy GKS | O0Saa L
5GHz SIDs to a WLAN Group. You can edi
WLAN groups iNNMS Setting®a WLAN
laaAdy 0KS | 00Saa L
5GHz SSIDs to a Guest Network Group. Yc
can edit Guest Network groups NMS
SettingsA Guest Network

AssHy GKS | OO0OSaa LAY
to a RADIUS group. You can edit RADIUS
groups INNMS Setting? RADIUS
laaAdy 0KS | 00Saa L
RADIUS group. You can edit RADIUS grou
NMS Setting®, Access Control.

Guest Network
Group

RADIUS Group

Access Control
Group
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IV-5-2. WLAN

Displays information about each WLAN and WLAN group in the local network
and allows you to add or edit WLANs & WLAN Groups. When you add a WLAI
Group, it will be available for selectionWMS Setting# Access Poinaccess
point Profile Setings & access point grouprofile Group Setting¢§lV-5-1.)

Thesearchfunction can be used to locate a WLAN or WLAN Group. Type in
the search box and the list will update:

Search I[ M-.ﬂatch whole words

[“IMatch whole wards

|:| Name! [ESSID VLAN ID Authentication Encryption Additional Authentication

[} SSID_DEMO_0M 1 OPEN NONE No additional authentication

|:| SSID_DEMO_02 1 OPEMN NONE Mo additional authentication

[ 4dd | [ Bdit | [ Clons | | DeleweSeleced | | Deleral |

WLAN Groups

[CImatch whole words

Search

|:| Group Name WLAN members WLAN member list Used AP Used AP Group

SSID_DEMO_01

[} Group_SSID_Demo rd
SSID_DEMO_02

[ a3 | [ Bt | [ Clone | [ DeleieSelcd | | Deloean

Select a WLAN or WLAN Group using the chesles and Edit
Of AEOf & NJAddd AW | RR | ySg 2 2
Group:

Add
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Add/Edit WLAN

WLAN Settings

Name/ESSID edimax2.4

VLAN ID 1
Broadcast S5I1D Enable ¥
Wireless Client Isolation | Disable

Load Balancing 50 50

Authentication Method No Authentication ¥

Additional Authentication No additional authentication

WLAN Advanced Settings

Smart Handover Settings
Smart Handover Enable "® Disable
RS5I Threshold -80 v |dB

Active WLAN Schedule Settings *This function will not work until (NMS Settings-=Advanced-
>Date and Time->NTP Time Server) are enabled.

Schedule Group Disable »

WLAN Settings

Name/ESSID Edit the WLAN name (SSID).

Description Enter a description of the SSID for referenc
e.g. 2° Floor Office HR.

SSID Select which SSID to configure security
settings for.

VLAN ID Specify the VLAN ID.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients a
an available WFi network. When disabled,
the SSID will not be visible as an available
Wi-Fi network to clientg, clientsmust
manually enter the SSID in order to connec
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.
Wireless Client Enable or disable wireless client isolation.
|solation Wireless client isolation prevents clients
connectedto the access point from
communicating with each other and improvi
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attacks on
Oft ASyiaQ dzaSNYy!l YySa |
Load Balancing Load lalancing limits the number of wireless
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clients connected to an SSID. Set a load
balancing value (maximum 50).
Authentication Select an authentication method from the
Method drop down menu.
Additional Select an additional authentication nieid
Authentication from the drop down menu.

Various security options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

A LOQa&a SaasSsy awirkléss seécirityGrPoydr fo Praemit
&= unauthorised access to your network.

ﬂ Select hardo-guess passwords which include combinations of
= numbers, letters and symbols, and change your password
regularly.

Please refer tdV-5-2-1. No Authenticationand cawards belowfor more
information on authentication and additional authentication types.

WLAN Advanced Settings

Smart Handover | Enable or disable Smart Handover.

RSSI Threshold Set a RSSI Threshold level.

Schedule Group | Assign to a specified schedulel{sdule must
be preconfigured iNNMS Setting®#\
Schedule)

IV-5-2-1. No Authentication

Authentication is disabled and no password/key is required to connect to the
access point.

Disabling wireless authentication is not recommended. When
“dlsabled anp 2Re GgAUKAY NIFy3aS OFy 02yyScC

IV-5-2-2. WEP

WEP (Wired Equivalent Privacy) Isasic encryptiontype. For a higher
level of security consider using WPA encryption.
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KeyLength Select 64bit or 128bit. 128bit is more secure
than &4-bit and is recommended.
KeyType | K22a$S T NP Yalphahumeérical €

character0-9,a-zandA-%0 2 Nany | SE
characters from @, a-f and A-F).

Default Key Select which encryption key 14 below) is the
default key. For security purposes, yancset
up to four keys (below) and change which is
the default key.

EncryptionKey 1¢ | Enter your encryption key/password accordir
4 to the format you selectedbove

I\V-5-2-3. IEEE802.1x/EAP

KeyLength Select 64bit or 128bit. 128bit is more secur
than 64bit and is recommended.

IV-5-2-4. WPAPSK

WPAPSK is a secure wireless encryption type with strong data
protection and user authentication, utilizing 1-B& encryption keys.

WPA Type Select from WPA/WPA2 Mixed ModRSK,
WPA2 or WPA only. WRAs safer than WPA
only, but not supported by all wireless clients
Pleasamake sure your wireless client supp®rt
your selection.

Encryption { St SO0 ac¢cYLtk! 9{ aAE
encryption type.

Key Renewal Specify a frequency for key renevial

Interval minutes.

Pre-Shared Key | K22aS ¥ N2 Y @q@3l aalJKN

Type I £ LIKI YdzZYSNAO OKLF NI Ol

characters from @, a-f and A-F).

PreShared Key Pleaseenter a security key/password accordir
to the format you selectedbove
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IV-5-2-5. WPAEAP

WPA Type Select from WPA/WPA2 Mixed ModAP,
WPAZEAP or WPAAP.

Encryption { St SO0 dac¢cYLtk! 9{ aAE
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

_ WPAEAP must be disabled to use MAR2ZDUS authentication.

IV-5-2-6. Additional Authentication

Additional wireless authentication methods can also be used:

MAC Address Filter
Restrict wireless clients access based on MAC address specified in the MAC

filter table.

Q SeelV-5-4. MAC Filteto configure MAC filtering.

MAC Filter & MAERADIUS Authentication

Restrict wireless clients access using both of the above MAC filtering &

RADIUS authentication methods.

MAGRADIUS Authentication

Restrict wireless clients access based on MAC address AQl&IK server, or

password authentication via a RADIUS server.

Q SeelV-5-3. RADIU%0 configure RADIUS servers.

@ Use MAC address

MAC RADIUS Password =g the following pazsword

MAC RADIUS
Password

Select whether to use MAC address or
password authentication via RADIUS server.
é¢2dz aSt SO0 a!asS &84KSS
the password in the field below. The passwo
aK2dzZ R YI 00K GKS a{K
IV-5-3. RADIUS
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Add/Edit WLAN Group

When you add a WLAN Group, it will be available for selectibiiviB
SettingsA Access Poinaccess poinProfile Setting & access point group
Profile Group Setting$lV-5-1.)

WLAN Group Settings

Name
Description

Search Match whole words

Mame/ESSID VLAN ID Schedule Group
Members

edimax2.4 Override |1 Override | Disable ¥

*Schedule Group function will not work until (NM5 Settings-=Advanced->Date and Time->NTP Time
Server) are enabled.

WLAN Group Settings

Name Edit the WLAN Group name.

Description Enter a description of the WLAN Group for
reference e.g. ® Floor Office HR Group.

Members Select SSIDs to include in the grogmng the

checkboxes and assign VLAN NIsi can
override individual schedule settings and
assign a different schedule.
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IV-5-3. RADIUS

Displays information about External & Internal RADIUS Servers, Accounts and
Groups and allows you to add or edit RABIServers, Accounts & Groups.
When you add a RADIUS Group, it will be available for selectidiM$

SettingsA Access Poinaccess poinProfile Settings& access point group

Profile Group Setting§lV-5-1.)

Thesearchfunction can be used to locateRADIUS Server, Account or Group
Type in the search box and the list will update:

Search ]:[ I:g-.ﬂatch whole words

J Edit

2 N. ‘—\[TDN\E
| Add |

~

Make a selection using the cheok2 E S & | GO Q@EN;
Of MOE @2 IRR | ySég 2[1D

External RADIUS Server
Search Match whole words
Name RADIU S server Authentication Port Session Timeout (sec) Accounting
Please add External RADIUS Server setting

| Add || Edit || Clone || Delete Selected || Delete All |

Internal RADIUS Server

Search Match whole words

Name EAP Authentication Session Timeout (sec) Termination-Action
Please add Internal RADIUS Server setting
| Add || Edit || Clone || Delete Selected || Delete All |

RADIUS Account

|

Search Match whole words

Name Password

Please add User Account

| Add || Edit || Delete Selected || Delete All |

RADIUS Group
Search Match whole words
Name 24GHz 5GHz RADIUS accounts

Please add RADIUS group setting

| Add || Edit || Clone || Delete Selected || Delete All |
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Add/Edit External RADIUS Server

External RADIUS Server

Name

Description

RADIUS Server
Authentication Port |1§12

Shared Secret

Accoun ting * Enable ' Disable
Accounting Port 1813

Name

Enter a name for tt RADIUS Server.

Description

Enter a description of the RADIUS Server fol
reference.

RADIUS Server

Enter the RADIUS server host IP address.

Authentication
Port

Set the UDP port used in the authentication
protocol of the RADIUS server. Value must k
between 1¢ 65535.

Shared Secret

Enter a shared secret/password betweenq 1
99 characters in length. This should match tk
dal!lw! 5L { € LI a&a-2-NHr
IV-3-2-3.

Session Timeout

Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting

Enable or disable RADIUS accounting.

Accounting Port

When accounting is enabled (above), set the
UDP port used in the accounting protocol of
the RADIUS server. Value must be between
65535.

149



Edimax Pro NMS

Upload EAP Certificate File

EAP Certificate File Format PRCS#H12(* plep12)

Upload EAP Certificate File Choose File | Mo file chosen

Password 1 of EAP Certificate File

Upload

Internal RADIUS Server

Name

Description

EAP Internal Authentication PEAP(MS-FPEAP) ¥

Shared Secret

Session-Timeou t 3600 Sec

onds

*' Reauthenication (RADIUS-Request)
Termination-Action Mot-Reauthenication (Default)

MNot-Send

Add/Edit Internal RADIUS Server

Upload EAP &ttificate File

EAP Certificate File
Format

Displays the EAP certificate file format:
PCK#12(*.pfx/*.p12)

EAP Certificate File

/[ £t A01 a) X 21 RE U2 2L
select the location of an EAP certificate file t
use. If no certificate file is upload, the
internal RADIUS server will use a-set{de
certificate.

Internal RADIUS Server

Name

Enter a name for the Internal RADIUS Serve

Description

Enter a description of the Internal RADIUS
Server for reference.

EAP Certificate File
Format

Displayghe EAP certificate file format:
PCK#12(*.pfx/*.pl12)

EAP Certificate File

/[ Tt A01 a) X 21 RE U2 2L
select the location of an EAP certificate file t
use. If no certificate file is uploaded, the
internal RADIUS server will use a-set{de
certificate.

EAP Internal
Authentication

Select EAP internal authentication type from
the drop down menu.
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Shared Secret Enter a shared secret/password for use
between the internal RADIUS server and
RADIUS client. The shared secret should be
99 characgrs in length.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Termination Action| Select a terminatiofaction attribute:

awSl dzu KSYuAOlIuUA2y € a
UKS I OO0Sa avSUidXKySy T Adb,
a defaulttermination-action attribute to the
I O0Saa LPZ2IWRE Wb 2 0
terminationaction attribute is sent to the
access point.

Add/Edit RADIUS Accounts

The internal RADIUSvsgrver can,authenticate up to 256 user accounts. The
aw! 5L { ! OO02 dzy U ® éonfigillrezhad marfagde2isers. € 2 dz

RADIUS Accounts

User Name
Example: USER1, USERZ, USER3, USER4

Enter usernams here

Add || Reset

User Registration List

Select User Name Passwor d Customize
Edimax Mot Configured Edit

Delete cted || Delete All

Edit User Registration List

User Name Edimax (4-1Bcharacters)

Passworn d (6-32characters)
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RADIUS Accounts

User Name Enterthe usernames here, separated by
commas.

Add /[ t AO]l da! RRe 102 | RR U
registration list.

Reset Clear text from the user name box.

User Registration List

Selet Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name has a passw
(configured) or not (not configured).

Customize /| Tt A0l G9RAUGE G2 2LISY

password for the specified user me (below).

Delete Selected

Delete selected user from the user registratig
list.

Delete All

Delete all users from the user registration lis

Edit User Registration List

User Name Existing user name is displayed here and ca
be edited according tgour preference.
Password Enter or edit a password for the specified us
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Add/Edit RADIUS Group

When you add a RADIUS Group, it will be available for selectidial
SettingsA Access Poinaccess poinProfile Settings& access point group
Profile Group SettinggIV-5-1.)

RADIUS Group Settings

Group
Name

Description
2.4GHz
RADIUS

5GHz
RADIUS

Primary : | Disabled ¥ | Secondary ;| Disabled v

Primary : | Disabled ¥ | Secondary ;| Disabled v
Search Match whole words

Members Username Password
Add

RADIUS Group Settings

Group Name Edit the RADIUS Group name.
Description Enter a description of the RADIUS Group fc
reference.

2.4GHz RADIUS | Enable/Disable primary & secondary RADIL
servers for 2.4GHz.
5GHz RADIUS EnableDisable primary & secondary RADIU
servers for 5GHz.
Members Add RADIUS user accounts to the RADIUS

group.
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IV-5-4. Access Control

MAC Access Control is a security feature that can help to prevent
unauthorized users from connecting to your access point.

This function allows you to define a listraftwork devices permitted to

connect to the access point. Devices are each identified by their unique MAC
address. If a device which is not on the list of permitted MAC addresses
attempts to connect to the acas point, it will be denied.

TheAccess Control pandlisplays information about MAC Access Control &
MAC Access Control Groups and Groups and allows you to add or edit MAC
Access Control & MAC Access Control Group settings. When you add an
Access Contrdbroup, it will be available for selectionNMS Setting#\

Access Poinaiccess poinProfile Settings& access point grouprofile Group
Settings(IV-5-1.)

Thesearchfunction can be used to locateMAC address or MAC Access
Control Group Type in thesearch box and the list will update:

Search I[_ w-.ﬂatch whole words
Make a selection using the cheok2 E S & | GO QN ==
Of MGE @2 FTRR I yS¢ al!/ ! RR NJ
Group:
Add

MAC Access Contrel

Search Match whole words

MAC Address Description

Please add MAC Access Control setting

Search Match whole words

Group Name Policy Members Used AP Used AP Group

Mo MAC Access Control Group

Add Edit Clone Delete Selected Delete All
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Add/Edit MAC Access Control

MAC Access Contrel

Add MAC Address

Remain entries (256)

Add || Reset

MAC Access Control List

MAC Address

Descri

iption Delete

Please add MAC Addresses

Add MAC Address

Enter a MAC address of computerratwork
device manualle® 3 ®bb-¢tldd-ee-¥ &rQ
enter multiple MAC addresseseparatedwith
commss, e.g.
Ha-bb-ccdd-ee-ff,aabb-ccdd-ee-ggQ

Add /] £t A0l &! RRé (G2 I RR
MAC address filtering table.
Reset Clear all fields.

MACF RRNX 3 a

RRI SYyGNRSa sAftt o
Fy SYGNR daaAy3 GKS &a{St$

A&
OK

Select

Delete selected or all entries from the table.

MAC Address

The MAC address is listed here.

Delete Selected

Delete the selected MAQJdress from the
list.

Delete All Delete all entries from the MAC address
filtering table. _ )
Export /| f ARRdort d U2 al 89S | 0O2 L

filtering table. A new window will pop up for
you to select a location to save the file.
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Add/Edit MAC Access Cawl Group

When you add an Access Control Group, it will be available for selection in

NMS Setting®, Access Poinaccess poinProfile Settings& access point
groupProfile Group Setting§lV-5-1.)

MAC Filter Group Settings

Group Name

Description

Action Blacklist v

Search

Members

Match whole words

MAC Address Description
No MAC Access Control Profile

MAC Filter Group Settings

Group Name Edit the MAC Amess Control Group name.

Description Enter a description of the MAC Access Con
Group for reference.

Action [ SESO0 d&.tlFO1ftAaGE |
MAC addresses in the group, and select
G2 KAUStAAaUE G2 LISNY/J
address irthe group.

Members Add MAC addresses to the group.
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IV-5-5. Guest Network

, 2dz Ol y &Sidzl) | y -FlnBiokkisd\gRigtiusers dab emfoy G £
WI-CA O2YYSOuUAUYDALEe @gAUK2dzU | OOSaaAy13d
screen displays settings for yoguest WAFi network.

TheGuest Network panalisplays information about Guest Networks and
Guest Network Groups and allows you to add or edit Guest Network and
Guest Network Group settings. When you add a Guest Network Group, it will
be available foralection inNMS Setting®y Access Poinaccess poinProfile
Settings& access point grouprofile Group Setting§lV-5-1.)

Thesearchfunction can be used to locate@uest Network or Guest Network
Group Type in the search box and the list will update:

Search I[_ w-.ﬂatch whole words
Make a selection using the cheok2 E S & | U @ENi ==
Of MOGE @2 RR | yS¢ DdzSad b 2 N
Group.
Add

Search Match whole words
Name/ESSID VLAN ID Authentication Encryption Additional Authentication
Guest2.4GHz 1 WPA2-PSK AES No additional authentication
Guest 5GHz 1 WPA2-PSK AES No additional authentication

Add Edit Clone | | Delete Selected | | Delete All

Guest Network Group

Search Match whole words

Group Name Guest Network members Guest Network member list Used AP Used AP Group

AP201F02CCDD10
APT4DA38271B48

‘Wizard Guest 2.4G Group 1 1 Guest 2.4GHz APT4DA38271B3C ‘Wizard AP Group 2
APT4DA3803239C
APT4DA38271B46
AP801F02CCDD10
APT4DA38271B48

Wizard Guest 5G Group 2 1 Guest 5GHz APT4DA3B271B3C Wizard AP Group 2
APT4DA3803239C
APT4DA38271B46

Add | | Edit | | Clone | | Delete Selected | | Delete All
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Add/Edit Guest Network

Guest Network Settings

Name/ESSID

Description

VLAN ID 1
Broadcast S5ID Enable ¥

Wireless Client Isolation | STA Separator

Load Balancing 50 V50
Authentication Method No Authentication ¥
Additional Authentication Mo additional authentication v

Guest Access Policy

Guest Portal Settings
Guest Portal Disable v

Traffic Shaping Settings

Traffic Shaping Disable *
Downlink 50 Mbps
Uplink 50 Mbps

Filtering Settings

IP Filtering Disable *
IPiSubnet Mask
0.0.0.0 10.0.0.0
Rules
0.0.0.0 10.0.0.0
0.0.0.0 10.0.0.0

Guest Network Advanced Settings

Schedule Group Settings  *This function will not waork until [NMS Setfings->
and Time->NTP Time Server) are enabled.

Schedule Group Disable ¥

Guest Network Settings

Name/ESSID Edit the Guest Network name (SSID).

Description Enter a desription of the Guest Network for
reference e.g. % Floor Office HR.

VLAN ID Specify the VLAN ID.

Broadcast SSID Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients a
an available Wki network. When disabled,
the SSID W not be visible as an available
Wi-Fi network to clientg clients must
manually enter the SSID in order to connec
A hidden (disabled) SSID is typically more
secure than a visible (enabled) SSID.
Wireless Client Enable or disable wirelesBent isolation.
|solation Wireless client isolation prevents clients
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connected to the access point from
communicating with each other and improvi
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute foecattacks on

Oft ASyiaQ dzaSNYy!Il YSa |
Load Balancing Load balancing limits the number of wireles
clients connected to an SSID. Set a load
balancing value (maximum 50).

WMM Enable or disable WMM (Wi Multimedia)
traffic prioritizing.

Authentication Select an authentication method from the

Method drop down menu.

Additional Select an additional authentication method

Authentication from the drop down menu.

Various security options (wireless data encryption) are available. When data is
encrypted, information transmitted wirelessly cannot be read by anyone who
does not know the correct encryption key.

nLuQa SaaSyuaAalt (02 O2y FTAIdzZNBE H6ANBTL
& unauthorised access to your network.

Select hareto-guess passwords which ihde combinations of
numbers, letters and symbols, and change your password
regularly.

&

Please refer tdV-6-2-3.Securityfor more information on authentication and
additional authentication types.

Guest Access Policy

Guest Portal Select a guest portabtuse for this guest
SSID. Guest portals can be configureNMiS
SettingsA Guest Portal.

Traffic Shaping Enable or disable traffic shaping for the gue

network.
Downlink Enter a downlink limit in MB.
Uplink Enter an uplink limit in MB.
IP Filtering {StSO0 a5Syeé¢ 2N al! i

specified IP addresses to access the guest
YSUg2N] ® { St SOU da5A;
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filtering.

Rules Enter IP addresses to be filtered according
the Deny or Allow rule specified above and
check the box for eachl® address to be
filtered.

GuestNetwork Advanced Settings

Schedule Group | Assign guest SSID to a specified schedule
(schedule must be preonfigured iINNMS
SettingsA Schedule)

Add/Edit Guest Network Group

When you add a Guest Network Group, ithlwé available for selection in
NMS Setting®, Access Poinaccess poinProfile Settings& access point
groupProfile Group Setting§lV-5-1.)

Guest Group Settings

Name
Description

Search Match whole words

Name/ESSID VLAN ID Schedule Group
Members
GuestPL Override |1 Override | Disable ¥
*Schedule Group function will not work until (NMS Settings -=Advanced-=Date and Time-=NTP Time
Server) are enabled.

Guest Network Group Settings

Group Name Edit the Guest Network Group name.

Description Enter a descriptioof the Guest Network for
reference.

Members Add $SIDs to the Guest Network group. You

can override individual VLAN ID & schedule
settings and assign a different VLAN ID or
schedule.
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IV-5-6. Zone Edit

Zone Edit displays information about zones fee wvith the Zone Plan feature
and allows you to add or edit zones.

Thesearchfunction can be used to find existing zon&gpe in the search box
and the list will update:

Search I[: Watcl1 whole words

Make a selection using the cheok2 E S a | GO QfN Edit |
Of MOKE d 2 néwRdhe. | §“"i
Add

Zone Edit

Search [T match whole words

541674 bytes Available (555360 bytes Total)

Map Size Number of APs

113686 bytes 10

[ 4 | [ Bait | | Clone || DeleteSelcied | | Deleanl |
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Add/Edit Zone

Uplead Zone Image

Map Image File | BEEE | AREEAES

Upload

] s

Member(s) Settings

Name/Location

Description
Search Match whole words
MAC Address Device Name Model Status
System Default
T4:DA38271B:38 APT4DAZB271B3S CAP1200 0
T4:DA3B:2T1B54 APT4DA3B2T1BS4 CARP1200 0
T4:DA38271B:40 APT4DA3B271B40 CAP1200 0
Member(s) T4:DA3B2TAB3E APT4DA3B2T1B3E CAP1200 0
T4DA38271B:44 APT4DA3B2T1B44 CAP1200 0
Wizard AP Group 2
B01F02:CC:DD:10 AFPB01F02CCDD10 WAP1750 0
74 DA38271B:48 AFT4DA3B271B48 CAP1200 0
T4DA3B2TAB3C APT4DA3B2TIB3C CAP1200 0
74:DA38:03:239C APT4DA3B03239C WAP1750 0
T4:DA38:27:1B:46 APT4ADAZB2T1B46 CAP1200 0

Upload Zone Image

Choose File

Click to locate an image file to be displayed
a map in the Zone Plan feature. Typically a
floor plan image is useful.

Zone Setting

Name/Location Enter a name of the zone/location.

De<ription Enter a description of the zone/location for
reference.

Members Assign access points to the specified

zone/location for use with the Zone Plan
feature.
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I\V-5-7. Schedule

You can define schedules according to day, start time and end-tame
group multiple schedules together into schedule groups.

Schedule groups can be assigne®tbhANsWLANGroups & Guest Network
at NMS Setting®, WLANandNMS Setting®d Guest Network

Search Match whole words
Name Day of week Time
Office Mon, Tue, Wed, Thu,Fri, 08:30-19:30

| Add | | Edit | | Delete Selected | | Delete All |

Schedule Groups

Search Match whole words
Group Name Schedule members Schedule member list
Office 1 Office

| Add | | Edit | | Delete Selected | | Delete All |

Add/Edit Schedule
Use the checkboxes and dralown menus to setup yowschedule.

Schedule Settings

Name Office

Description |Office HQ Maon - Fri

Sun. Mon. Tue. Wed. Thu. Fri. Sat.
L L Ld Ld Ld

Start Time |08 v [ 30 v End Time |19 v ;|30 ¥
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Add/Edit Schedulesroup

Schedule Grounp Settings

Name Office

Search IMatch whole words

Members Name
L Cffice

WLAN Group Settings

Name Edit theschedule groumame.

Description Enter a description of thechedule group for
reference.

Members Selectindividual schedule® include in the
schedulegroup using the checkbes.
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IV-5-8. Device Monitoring

Device monitoring enables you to specify and monitor the status any IP
devices on the network such as IP camefdse description and status of each
device is displayed in the table.

Device Monitering

Search Match whole words
Device IP Description Status
192.168.8.47 IR-113E (®]

| Add | | Edit | | Delete Selected | | Delete All |

Addor EditIP devices by entering ¢hlP address.

Device Monitoring

Add IP Address

Add || Reset

Devices List

Device IP Description Delete

192.168.8.47 IR-113E
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IV-5-9. Firmware Upgrade

Firmware Upgrade allows you to upgrade firmware to Access Point Groups.
First, upload the firmware file from a local disk or external FTP server: locate
0KS FTAES | y&ouanise & timédutliihigl th&dpload as

desired The table below will display tHermware Name, Firmware Version,
NMS Version, Model and Size

¢KSy OfAO1l &) LIEANIRS ! tfé G2 dzLJANF R
Access Point groups from the list using chbokes andt A O1 & ; LJ3 NJ
{ St SOUSRe 02 dzLJANFI RS 2yfe aStSOUSR

S
|

Firmware Upgrade

Update firmware from @ Local O External FTP Server
Firmware File Mo file selected.
Timeout 150 Seconds
Upload
Firmware Name Firmware Version NMS5 Version Model Size (bytes)
[Local Firmware] 1312 1.02.0 CAP1200 9076854

Access Point Group

Group Name MAC Address Device Hame Model IP Address Status Firmware Version NMS Version Progress

[} T4:0A:38:27:168:54 APT4DA382T1B54 CAP1200 192.168.2.124 0 1.3.12 1.0.2.0

T4:04:38:03:23:5C APT4DA38032358C WAP1TS0 192.168.2.102 0 1.3.1 1.0.2.0
D T4:DA38:2718:48 APT4DAIBZT1B4E CAP1Z200 192.168.2.120 0 1.3.12 1.0.2.0
D T4:DA:38:27:1B:38 APT4DAIBZTIBIE CAP1200 192.168.2.118 0 1.3.12 1.0.2.0
D 74:DA:38:27:1B:3C APTADAZBZTIBIC CAP1200 192.168.2.110 0 1.3.12 1.0.2.0

80:1F:02:CC:D0:10 APS01FO2CCDD10 WAP1TS0 192.168.2.105 0 1.3.1 1.0.2.0
] T4:0A:38:27:168:45 APT4DA3E2T1B45 CAP1200 1892.188.2.121 0 1.3.12 1.0.2.0
[} T4:0A:38:27:18:40 APT4DA3E2T1B40 CAP1200 192.168.2.126 0 1.3.12 1.0.2.0
[} T4:DA38:27:168:44 APT4DA3E271644 CAP1200 192.188.2.127 0 1.3.12 1.0.2.0
[} T4:0A:38:27:18:3E APT4DA3B2T1B3E CAP1200 192.168.2.128 0 1.3.12 1.0.2.0

[ Upendesdooed | | Upgadesnt | | Refissh |
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I\V-5-10. Advanced

IV-5-10-1. System Security

Configure the NMS system login name and password.

System Security

NMS System Name adminisrator

NMS Security Key 1234567890123456 (8~16 Characters)

Apply

IV-5-10-2. Date & Time

Gonfigure thedate & timesettings ofthe AP ArrayThe dée and time of the
access pointsan be configured manually or can be synchronized with a time
server.

Date and Time Settings

awE - Year Mo - Month & - Day
Local Time
16 - Hours 13 - Minutes 23 - Seconds

|| Aoquire Cosrent Tire from Your PC |

NTP Time Server

Use NTP [T] enabie

Server Name User-Diefined
Update Interval 24 {Hours)
Time Zone
Time Zone (M T+H08:00) Taiped, Taiwan -

Date and Time Settings

Local Time {SG GKS | 0O0Saa LRAYI
using the drop down menus.

Acquire Current |Clicka ! Olj dzZA NB / dzZNNBy i ¢
Time from your P( enter the required values automatically

F OO2NRAY3I (G2 &2dzNJ O2
date.

NTP Time Server
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Use NTP The access poinalsosupports NTP (Network
Time Protocol) for automatic time and date
setup.

Sewver Name Enterthe host name or IP address of thime

server if you wish

Update Interval | Specify a frequency (in hours) for the access
point to update/synchronize with the NTP
server.

Time Zone

Time Zone Select the time zone of your country/ regidh.
your country/region is not listed, please selec
another country/region whose time zone is th
same as yours.
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I\V-6. Local Network
IV-6-1. Network Settings

IV-6-1-1.LANSIde IP Address

¢tKS 4ARIB Lt |RRNBA&¢ LI IS CEdntroRepan & 2
your Local Area Network (LAN). You can enable the access point to
ReYylFIYAOIffte NBOSAOGS |y Lt | RRNBaa ¥
specify a static IP address for your access point, as well as configure DNS
servers. You can alsetsyour AP Controller as a DHCP server to assign IP
addresses to other devices on your LAN.

4hCcKS | 00Saa LlAyidoa RSTLdA G Lt I RR

A Disable other DHCP servers on the LAN if using AP Controllers
~ DHCP Server.

LAN-side IP Address

IP Address Assignment Static |P Address ¥
IP Address 192.168.222.220
Subnet Mask 255.255.255.0
Default Gateway 192.168.222 1
Primary DNS Address 0.0.0.0
Secondary DNS Address 0.0.0.0

LANSside IP Address

IP Addess {SESO0 a{aGlIFIGdAO Lt € |
Assignment static/fixed IP address for your access poinf
{StSO0 as51/t [ tASYG;
be assigned a dynamic IP address from yol
NP dzi SNR& 51/t aSNBSI
for your access pot to act as a DHCP serve
and assign IP addresses on your LAN.

Static IP Address
IP Address Specify the IP address here. This IP addres
will be assigned to your access point and w,
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replace the default IP address.

Subnet Mask Specify a subnet maskhe default value is
255.255.255.0

Default Gateway |[C2NJ 51/t dzaSNARXZ &aSft |
default gateway from your DHCP server or
G! B5SNIAYSRéE (G2 SyiaSN
For static IP users, the default value is blan
Primary DNS For gatic IP users, the default value is blank
Address
Secondary DNS | For static IP users, the default value is blan
Address

LAN-side IP Address

IP Address Assignment DHCP Client -
IP Address 192.168.2.1
Subnet Mask 2552552550
Default Gateway From DHCP « (19216823
Primary DNS Address From DHCF « 8888
Secondary DNS Address From DHCF  ~ 0000
DHCP Client
IP Address 2 KSYy as51/t [ ftASYyueg |
cannot be modified.
Subnet Mask 2 KSYy a51 /7t [t ASHylueE |

cannot be modified.

Default Gateway |{ St SOU GCNRBY 51-33EA Y
and enter a default gateway.

Primary DNS { St SO0 GCNRY 5I1-33EAY
Address and enter a primary DNS address.
Secondary DNS [{ St SO0 AGCNRYS6ESEDIEAY
Address and enter a secondary DNS address.
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Ind

Ind

5

addresses to specified network devices, identified by their unique MAC address:

LAN-side IP Address

IP Address Assignment

IP Address

Subnet Mask

Default Gateway

Primary DNS Address

Secondary DNS Address

DHCP Server Static IP Address

1

lex

MAC Address

DHCP Client List

Primary DNS Enter a primary DNS address.
Address
Secondary DNS | Enter a secondary DNS address.
Address
2dzNJ  0O0Saa LA yeicdfguréd to/assigrstatdIdigo)lIPO | v

lex

MAC Address IP Address

No DHCP Client

DHCF Server  ~
192.168.2.1
2552552550
192.168.2.120
APCS00

~ 1921682240

CneHowr -
19216823
8.8.8.8

0000

Lease Time

DHCP Server

IP Address

Specify the IP address here. This IP addres
will be assigned to your access point and w,
replace the default IP address.

Subnet Mask

Specify a subnet mask. The detavalue is
255.255.255.0

IP Address Range

Enter the start and end IP address of the IP
I RRNBbaa NI y3adS gKAOK
server will assign to devices on the network

Domain Name

Enter a domain name.

Lease Time

Select a lease time from thdrop down
menu. IP addresses will be assigned for thit
period of time.

Default Gateway

Enter a default gateway.

DHCP Server Static IP Address

MAC Address

Enter the MAC address of the network devi

to be assigned a static IP address.
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EDIMAX G2

IP Address

Specify the IP address to assign the device

Add

Click to assign the IP address to the device

IV-6-1-2.LAN Port Settings

TKS a[! Db

t 2Nl ¢ LI IS |ff2ga &2dz G2

Controllers wired LAN (Ethernet) ports.

‘Wired LAN Port Settings

Wired LAN Port
LAM1

USE net

Speed & Duplex Flow Control 802.3az
Auto v Enabled ¥ Enabled ¥

Auto v Enabled ¥ Enabled ¥

Wired LAN Port

Identifies LAN portUSB is the LAN port
attached via mini USB adapter.

Speed & Duplex

Select a speed & duplex type for specified L/
L2NU TS 2NJ dzaS 0KS 4a! d
operate up to 1000Mbps and futluplex
enables simultaneous data packet
transfer/receive.

Flow Control Enable/disable flow control. Flow control can
pause new session request until current date
processing is complete, in order to avoid
device overloads under heavy traffic.

802.3az Enable/disable 802.3az. 802.3az is an Energ

Eficient Ethernet feature which disables
unused interfaces to reduce power usage.
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IV-6-1-3.VLAN

CKS azx[! bé

EDIMAX G2°

O+xANIdzZ- £ [20Ff ! NBI

bSig

settings. A VLAN is a local area network which maps workstations virtually
instead of physically and allows you to group together or isolate users from
each other. VLAN I0sg 4095are supported.

A VLAN IDs in the rangk¢ 4095are supported.

VLAN Interface

Wired LAN Port
LAM1

USE net

VLAN Mode VLAN ID
Untagged Port 1

Untagged Port v 1

VLAN Interface

Wired LAN Port Identifies LAN portUSB is the LAN port
attached via minUSB adapter.

VLAN Mode {SEtSO0 da¢lIIASR t 2NIéE
specified LANhterface.

VLAN ID Set a VLAN ID for specified interface, if
G! yal 33ISR t 2NIé¢ Aa a

Management VLAN

VLAN ID Specify the VLAN ID of theanagement VLAN

Only the losts belonging tahe sameVLAN car
manage the device
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IV-6-2. 2.4GHz 11bgn

Thean ®n DI T wmmMo3dAYyé YSydz Htf2a &2dz (2
e2dzNJ [ OO0OSaa LIRZAyuQa HdnDII o f
Advanced, Security and WDS.

I\V-6-2-1.Basic

Thed .  aA0¢ &ONBSY RAaLI} I @& ol aAoO-FiasSi
network(s).

Wireless * Enable Disable
Band 11bign v
Enable 5510 number 1 -
55101 VLAN ID |1
Auto Channel *! Enable Disable
Auto Channel Range Ch1-11+
Auto Channel Interval Oneday v
Change channel even if clients are connected
Channel Bandwidth Auto
BSS BasicRateSet 1.2,5.511 Mbps
Auto Channe Enable '® Disable
Channel Ch 11, 2462MHz ~
Channel Bandwidth Auto, #Ch 7 T
B55 BasicRate Set 1.2,5.5.11 Mbps
Wireless 9yl o6fS 2NJ RAalo6tS 0l

wireless radio. When disabled, no 2.4GHz
SSIDs will be active.

Band Select the wirelss standard used for the
access point. Combinations of 802.11b,
802.11g & 802.11n can be selected.
Enable SSINumber | Select how many SSIDs to enable for the
2.4GHz frequency from the drop down men
A maximum of 16 can be enabled.

SSIE Enter the SSIDame for the specified SSID (
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to 16). The SSID can consist of any
combination of up to 32 alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto channel selection. Autg

channel selection will automatically stbie
GANBKt Saa OKIyySt T2I
frequency based on availability and potentig
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (abwe) will choose a channel.

Auto Channel Specify a frequency for how often the auto
Interval channel setting will check/reassign the
GANBt Saa OKIyySto |/
OKI yySt S@gSy AT OfA
according to your preference.

Chanrel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), 40MHz
(higher performance but potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRateSet | Set a Basic Service Se5@ rate: this is a
series ofrates to control communication
frames for wireless clients.

[
b

When auto channel is disabled, select a wireless channel manually:

Channel Select a wireless channel fraht 11.
Channel Bandwidth | Set the channel bandwidth: RHz (lower
performance but less interference), 40MHz
(higher performance but potentially higher
interference) or Auto (automatically select
based on interference level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to @ntrol communication
frames for wireless clients.
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IV-6-2-2.Advanced

These settings are for experienced users only. Please do not change any of th
values on this page unless you are already familiar with these functions.

ﬂ Changing these settings cardaersely affect the performance of

& your access point.

2.4GHz Advanced Settings

Contention Slot Short ¥

Preamble Type Short ¥

Guard Interval Short GI -

802.11g Protection * Enable Disable
802.11n Protection * Enable Disable
DTIM Period 1 (1-255)
RTS Threshold 2347 (1-2347)
Fragment Threshold 2346 (256-2346)
Multicast Rate Auto

Tx Power 100% v

Beacon Interval 100 (40-1000 ms)

Station idle timeout 60 (30-65535 zeconds )

Contention Slot [{ St SO0 & { K 2tNdvalueasNided fp
contention windows in WMM (seb/-6-7.
WMM).

Preamble Type Set the wireless radipreamble type. The
preamble type in 802.11 basedreless
communication defines the length of the CR(
(Cyclic Redundancy Chebkjck for
communication between thaccesspoint and
roaming wireless adapter3he default value is
G{ K2NI t NSl YofSé¢ o
Guard Interval Set the guard interval shorter intervatan
improve performance.

802.119g Protection| Enable/disable 802.11g protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packsent
from client.)
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802.11n Protection| Enable/disable 802.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a patksent
from client.)

DTIM Period Set the DTIM (delivery traffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thie wireless radio. lie
default value is 2347.

Fragment Setthe fragment threshold ofhe wireless

Threshold radio. The default value is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dziz2zé asSiaiaa

Tx Power Set the power output ofhe wireless radio. Yo

may not require 100%output power. Sdting a
lower power output can enhance security sin
potentially malicious/unknown users in distal
areaswill not be able to access your signal.
Beacon Interval Set the beacon interval afe wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the access point to a wireless client to verify
the station is still alive/active.
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I\V-6-2-3.Security

The access point provides various security options (wireless data encryption).
When data is encryptk information transmitted wirelessly cannot be read by

EDIMAX G2

anyone who does not know the correct encryption key.

AlLiQa SaaSyiaalt G2 O2yFTAIdINBE SANBL

&= unauthorised access to your network.

4L, Select hareto-guess passwords which ihkle combinations of

&b

& numbers, letters and symbols, and change your password

regularly.

2.4GHz Wireless Security Settings

SSID
Broadcast SSID
Wireless Client Isolation

Load Balancing

Authentication Method

Additional Authentication

Enable v
Disable
50 V50

No Authentication ¥

No additional authentication

SSID

Select which SSID to configure security setti
for.

Broadcast SSID

Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will not be visible as an availablePWi
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client
Isolation

Enable or disable wireless client isolation.
Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environmats or public hot spots
YR OFy LINB@SY (G o6 NHzi
usernames and passwords.
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Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Selet an authentication method from the dro
Method down menu and refer to the information
below appropriate for your method.
Additional Select an additional authentication method
Authentication from the drop down menu and refer to the

information below [V-6-2-3-6.) appropriate for
your method.

IV-6-2-3-1. No Authentication

Authentication is disabled and no password/key is required to connect to the
access point.

4 Disabling wireless authentication is not recommended. When
& Gisabled, anybody within range canconOld (2 &2 dz2NJ RSOA
IV-6-2-3-2. WEP

WEP (Wired Equivalent Privacy) isasic encryptiortype. For a higher
level of security consider using WPA encryption.

KeyLength Select 64bit or 128bit. 128bit is more secure
than 64bit and is recommended
KeyType | K22a$S T NP Yalpbahumerical ¢

character0-9, a-zandA-%20 2 Nany | SE
characters from @, a-f and A-F).

Default Key Select which encryption key {14 below) is the
default key. For security purposes, you can s
up to four keysljelow) and change which is
the default key.

EncryptionKey 1¢ | Enter your encryption key/password accordir
4 to the format you selectedbove
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IV-6-2-3-3. |IEEE802.1x/EAP
KeyLength Select 64bit or 128bit. 128bit is more secure

than 64bit and isrecommended.

IV-6-2-3-4. WPAPSK

WPAPSK is a secure wireless encryption type with strong data
protection and user authentication, utilizing 1-B& encryption keys.

WPA Type

Select from WPA/WPA2 Mixed MoRSK,

WPA2 or WPA only. WPAZ2 is safer than WP
only, but not supported by all wireless clients
Pleasamake sure your wireless client supp®rt
your selection.

Encryption

{ St SOu ahiE

encryption type.

GeYLtK! 9

Key Renewal
Interval

Specify a frequency for key renewal in
minutes.

PreSared Key
Type

/| K22&a4S FTNBY @63 aaLKN
I { LIKF ydzYSNA O OKIF NI O
characters from @, a-f and A-F).

Pre-Shared Key

Pleaseenter a security key/password accordir
to the format you selectedbove

IV-6-2-3-5. WPAEAP

WPA Tye Select from WPA/WPA2 Mixed Mo@AP,
WPAZEAP or WPAAP.

Encryption {StSOG a¢YLtk! 9{ aAkE
encryption type.

Key Renewal Specify a frequency for key renewal in

Interval minutes.

4% WPAEAP must be disabled to use MARADIUS authenticatio.
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IV-6-2-3-6. Additional Authentication

Additional wireless authentication methods can also be used:

MAC Address Filter
Restrict wireless clients access based on MAC address specified in the MAC
filter table.

Q SeelV-6-6.MAC Filteto configure MAC ftering.

MAC Filter & MAERADIUS Authentication
Restrict wireless clients access using both of the above MAC filtering &
RADIUS authentication methods.

MAGRADIUS Authentication
Restrict wireless clients access based on MAC address via a RADIUS server,
password authentication via a RADIUS server.

Q SeelV-6-5.RADIU® configure RADIUS servers.

Q WPS must be disabled to use MARADIUS authentication. See
IV-6-4. for WPS settings.

@ se MAC address
MAC RADIUS Password U=ze the following pazsword

MAC RADIUS Select whether to use MAC address or
Password password autkntication via RADIUS server. |
é¢2dz aSt SO0 a! asS GKS
the password in the field below. The passwo
aK2dz R YI 00K GKS a{K
IV-6-5. RADIUS
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IV-6-2-4. WDS

Wireless Distribution System (WDS) can bridge/repeagsscpoints together
in an extended network. WDS settings can be configured as shown below.

ﬂ When using WDS, configure the IP address of each access point to
& be in the same subnet and ensure there is only one active DHCP
server among connected access panpreferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses
All access points should use the same wireless channedragiption
method.

2.4GHz

WD'S Functionality Disabled v
Local MAC Address Disabled
WDS with AP
Dedicated WDS
WDS Peer Settings
WDS MAC Address
WDS#2 MAC Address
WDS#3 MAC Address
WDS#4 MAC Address
WDS VLAN
VLAN Mode Untagged Port ¥ |(Enter at least one MAC address.)

VLAN ID 1

WDS Encryption method

Encryption Mone ¥ |(Enter at least one MAC address.)
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2.4GHz

WDS Functionality [{ St SOG a2 5{ ¢ A Witk acces ¢
point2 NJ a25{ 5SRAOIGSR
and also block communication with regular
wireless clients. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method
Local MAC Adress | Displays the MAC address of your access pc

WDS Peer Settings

WDS # Enter the MAC address for up to four other
WDSdevices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN madedUntagged
Porte or dTagged Po#ét @

VLAN ID Specif the WDS VLAN ikthendUntagged
Port A& &4SftSOUSR | 020

WDS Encryption method

Encryption [ St SO0 S6KSUKSNI G2 dza
encryption and enter a prghared key for AES
consisting 08-63 alphanumeric characters
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\V-6-3. 5GHz 11ac 11an

¢KSI1dpmml O mmtyé YSydz ft26a &2dz Gz
e 2 dzNJ I O O SaHAa wirklisd ngtivddkaacross four categories: Basic,
Advanced, Security and WDS.

IV-6-3-1.Basic
¢tKS .l aAr0é aONBSy RAaLI I e&a oaWEAO &
network (s).

5GHz Bazic Settings

Wireless Enable '* Disable
Band Malnfac ¥
Enable $5ID number 1 v
55ID1 1 VLAN 1D |1
Auto Channel * Enable Disable
Auto Channel Range Band 1 v
Oneday v
Auto Channel Interval
Change channel even if clients are connected
Channel Bandwidth Auto 80/40720 MHz «
BSS BasicRateSet 6,12,24 Mbps v
Auto Channel Enable '* Disable
Channel Ch 36, 518GHz ~
Channel Bandwidth Auto 80/40/20 MHz »
BSS BasicRate Set 6,12,24 Mbps ¥
Wireless OylFotS 2ZNJ RAalotS Ul
wireless radio. When disabled, no 5GHz S§
will be active.
Band Select the wireless standard used for the

access point. Combinations of 802.11a,
802.11n & 802.11ac can Iselected.

Enable SSINumber | Select how many SSIDs to enable for the 5
frequency from the drop down menu. A
maximum of 16 can be enabled.
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SSIZ Enter the SSID name for the specified SSIC
to 16). The SSID can consist of any
combination of up to 3alphanumeric

characters.
VLAN ID Specify a VLAN ID for each SSID.
Auto Channel Enable/disable auto channel selection. Autc

channel selection will automatically set the
GANBKt Saa OKIyySt T2I
frequency based on availability and patal
interference. When disabled, select a chan
manually as shown in the next table.

Auto Channel Rang¢ Select a range from which the auto channe
setting (above) will choose a channel.
Auto Channel Specify a frequency for how often the auto
Interval channel setting will check/reassign the
GANBt Saa OKIyySto |/
OKI yySt S@gSy AT OfA
according to your preference.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Aut
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).

BSS BasicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.

[
b

When auto channel is disabled, sdlacwireless channel manually:

Channel Select a wireless channel.

Channel Bandwidth | Set the channel bandwidth: 20MHz (lower
performance but less interference), Auto
40/20MHz or Auto 80/40/20MHz
(automatically select based on interference
level).

BSS BsicRate Set | Set a Basic Service Set (BSS) rate: this is &
series ofrates to control communication
frames for wireless clients.
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IV-6-3-2. Advanced

These settings are for experienced users only. Please do not change any of th
values on this page unleyou are already familiar with these functions.

ﬂ Changing these settings can adversely affect the performance of

& your access point.

5GHz Advanced Settings

Guard Interval Short GI ¥

802.11n Protection ® Enable Disable

DTIM Period 1 (1-255)

RTS Threshold 2347 (1-2347)
Fragment Threshold 2346 (256—2348)
Multicast Rate Auto

Tx Power 100% ~

Beacon Interval 100 (40-1000 ms)

Station idle timeout 60 (30-65535 seconds)

Guard Interval Set the guard interval shorter intervatan
improve performance.

802.11n Protection| Enable/disablég302.11n protection, which
increases reliability but reduces bandwidth
(clients will send Request to Send (RTS) to
access point, and access point will broadcas
Clear to Send (CTS), before a packet is sent
from client.)

DTIM Period Set the DTIM (deliverydffic indication
message) period value of the wireless radio.
The default value is 1.

RTS Threshold Set the RTS threshold thfe wireless radio. iie
default value is 2347.

Fragment Set the fragment threshold dhe wireless

Threshold radio. The defaultvalue is 2346.

Multicast Rate Set the transfer rate for multicast packets or
dza S GKS a! dzi2é¢ asSitiaa

Tx Power Set the power output ofhe wireless radio. Yol

maynot require 100%output power. Setting a
lower power output can enhance security sin
potentially malicious/unknown users in distar
areaswill not be able to access your signal.
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Beacon Interval Set the beacon interval dfie wireless radio.
The default value is 100.

Stationidle Set the interval for keepalive messages from
timeout the accespoint to a wireless client to verify if
the station is still alive/active.
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IV-6-3-3. Security

The access point provides various security options (wireless data encryption).
When data is encrypted, information transmitted wirelessly cannot be read by

EDIMAX G2

anyone who does not know the correct encryption key.

AlLiQa SaaSyiaalt G2 O2yFTAIdINBE SANBL

&= unauthorised access to your network.

4L Select hareto-guess passwords which include combinations of

&b

&= numbers, letters and symbols, and ch@ge your password

regularly.

5GHz Wireless Security Settings

55D
Broadcast 551D
Wireless Client Isolation

Load Balancing

Authentication Method

Additional Authentication

Enable
Dizable
50 IS0

No Authentication ¥

Mo additional authentication

SSID

Select which SSID to configure security setti
for.

Broadcast SSID

Enable or disable SSID broadcast. When
enabled, the SSID will be visible to clients as
available WAFi network. When disabled, the
SSID will nabe visible as an available \Wi
network to clientsg clients must manually
enter the SSID in order to connect. A hidden
(disabled) SSID is typically more secure thar
visible (enabled) SSID.

Wireless Client
Isolation

Enable or disable wireless clientligtion.
Wireless client isolation prevents clients
connected to the access point from
communicating with each other and improve
security. Typically, this function is useful for
corporate environments or public hot spots
and can prevent brute force attagk 2 Yy (
usernames and passwords.
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Load Balancing Load balancing limits the number of wireless
clients connected to an SSID. Set a load
balancing value (maximum 50).

Authentication Select an authentication method from the dr¢

Method down menu and rker to the information
below appropriate for your method.

Additional Select an additional authentication method

Authentication from the drop down menu and refer to the
information below appropriate for your
method.

Please refer back tl/-6-2-3. Securiy for more information on authentication
and additional authentication types.
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IV-6-3-4.WDS

Wireless Distribution System (WDS) can bridge/repeat access points together
in an extended network. WDS settings can be configured as shown below.

A When using WIS, configure the IP address of each access point to

& be in the same subnet and ensure there is only one active DHCP
server among connected access points, preferably on the WAN
side.

WDS must be configured on each access point, using correct MAC addresses
All access points should use the same wireless channetargiption
method.

5GHz WDS Mode

WDS Functionality Disabled v

Local MAC Address Disabled
WDS with AP
| Dedicated WDS

‘WDS Peer Settings
WDS# MAC Address
WDS#2 MAC Address
WDS#3 MAC Address

WDS5#4 MAC Address

WDS VLAN

VLAN Mode Untagged Port ¥ |(Enter at least one MAC address.)

VLAN ID 1

Encryption methed

Encryption MNone ¥ |(Enter at least one MAC address.)

5GHz WDS Mode

WDS Functionality |[{ St SOG a2 5{ ¢ A Witk access
point2 NJ d25{ 5SRAOIGSR
and also block communication with regular
wireless cliers. When WDS is used, each
access point should be configured with
corresponding MAC addresses, wireless
channelandwirelessencryption method

Local MAC Addresg Displays the MAC address of your access pc

WDS Peer Settings
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WDS # Enter the MAC addresfor up to four other
WDA devices you wish to connect.

WDS VLAN

VLAN Mode Specify the WDS VLAN maddeiUntagged
Porte or dTagged Po#

VLAN ID Specify the WDS VLANWDen dUntagged
Portt is selected above.

WDS Encryption

Encryption Selectwheth®&ld (02 dzaS abz2yS
encryption and enter a prghared key for AES
with 8-63 alphanumeric characters
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IV-6-4. WPS

Wi-Fi Protected Setup is a simple way to establish connections between WPS
compatible devices. WPS can be activated on compatibleegwy pushing a

2t { odzitd2y 2y GKS RSOAOS 2NJ FNRY 6A
AYUSNFIFOS o61y26y |a t./ \EhNEdWPSda K d
activated in the correct manner and at the correct time for two compatible
devices, theywilt dzi 2 Y GAOFfft & O2yySOG® atlLb
which includes the additional use of a PIN code between the two devices for
verification.

A tESHEAS NBFSNI G2 YIydAl OGdINENDA Ay
-Adevice.

WPS ¥| Enable

Product PIN 02570501 | Generate PIN
Push-button WPS Start

WPS by PIN Start

WPS Security

WPS Status Configured | Release

WPS Check/uncheck this box tnable/disable WPS
functionality. WPS must be disabled when
using MACRADIUS authentication (see
IV-6-2-3-6. & I\L6-5).

Product PIN Displays the WPS PIN code c tlevice, used
for PIN code WPS. You will be required to et
this PIN code into anotha/PS device for PIN
O2RS 2t{® /tAO]l daDSY,
new WPS PIN code. o
PushButton WPS [/ f AO1 &a{ Gl NI€¢ a2 I O
point for approximately 2 minutes. This has t
same effect as physically pushing the acces:
LI2AYyiuQa 2t{ odzwuu2yo
WPS by PIN Enter the PIN code of another WPS device &
Of AOl af{ Ul NIL€¢ 02 Fau
connection for approximately 2 minutes.
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WPS Status WPS security status is displayed here. Click
GwSf SIasSé¢ G2 Ot SI NI

IV-6-5. RADIUS

¢KS w!5L!'{ &dzo YSydz ft2ga e2dz G2 C
server settings, categorized into three submenus: RADIUS settings, Internal
Server and RADIUS accounts.

A RADIUS server provides ubased authentication to improve security and
offer wireless client controt users can be authenticated before gaining
access to a network.

The access point can utilize both a primary and secondary (backup) RADIUS
server for each of its wireless frequencies (2.4GHz & 5GHz). External RADIUS
serverscanbdza SR 2NJ U KS | OO0OSaa LIZ2AyuQa Ay

To use RADIUS servers, gaitg 2 O f 8 {
G! RRAGAZ2Y I § ahoblzalef(:ﬁafu Ow
| dzii K Sy (1 (Ae@IV-GI2I3 R\\E6-3-3).

SONMNA G e ¢
05 RYE
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IV-6-5-1.RADIUS Settings

Configue the RADIUS server settings for 2.4GHz & 5GHz. Each frequency car
use aninternal or externaRADIUS server.

RADIUS Server (2.4GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

Secondary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

RADIUS Server (5GHz)

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

RADIUS Type
RADIUS Server
Authentication Port
Shared Secret
Session Timeout
Accounting

Accounting Port

Primary RADIUS Server

Internal '®' External

1812

3600 second(s)
*! Enable Disable

1813

Secondary RADIUS Server

Internal '*' External

1812

3600 second(s)

*! Enable Disable

1813
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RADIUS Type { St SOU aLYuUSNYIFte U2
built-Ay w! 5L { aSNISNJ 2
external RADIUS server.

RADIUS Seer Enter the RADIUS server host IP address.

Authentication Set the UDP port used in the authentication

Port protocol of the RADIUS server. Value must
between 1¢ 65535.

Shared Secret Enter a shared secret/password betweeng 1

99 characters in lengtilhis should match the
Galw! 5L { € LI} a&a2dNdor
I\V-3-2-3.

Session Timeout | Set a duration of session timeout in seconds
between 0¢ 86400.

Accounting Enable or disable RADIUS accounting.

Accounting Port | When accounting is enabled (abQyset the
UDP port used in the accounting protocol of
the RADIUS server. Value must be between
65535.

IV-6-5-2.Internal Server

The access point features a bdhERADIUS server which can be configured as
aK2gy oSt 2g dzéSAR,, FRSWZ@\II])QWVSWl':f{é ¢xed
bSUgANIwW! 5L { {SuUuUAy3Iaé YSydzo

_ Touse RADIUS servers, gaxt8 A N5t S& 4 6 SOUNF 3 & ¢
a g RRAGAZYI{ ahdgélcS g iA OWUB R Y E
| dzil K § Y (i (Ae@IV-Gi213 RY\ES-3-3).

b

Internal Server Enable

EAP Internal Authentication PEAP(MS-PEAP) v

EAP Certificate File Format PRCS#12(*.pf/*p12)

EAP Certificate File Upload

Shared Secret

Session-Timeou t 3600 second(s)
®' Reauthenication (RADIUS-Request)

Termination-Action Met-Reauthenication (Default)
Mot-Send
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Internal Server

Check/urcheck to enable/disable the access
LZ2ZAYUQa AYUSNYyIlIf w!5

EAP Internal Select EAP internal authentication type from
Authentication the drop down menu.

EAP Certificate Filg Displays the EAP certificate file format:
Format PCK#12(*.pfx/*.pl12)

EAPCertificate File

/[ t AO1 a) LN 21 Reg G2 2L
select the location of an EAP certificate file t
use. If no certificate file is uploaded, the
internal RADIUS server will use a-setde
certificate.

Shared Secret

Enter a shared secret/passwofar use
between the internal RADIUS server and
RADIUS client. The shared secret should e
99 characters in length. This should match tf
aa'!-w! 5L { ¢ LI aabd2-Ndor
IV-6-3-3.

Session Timeout

Set a duration of session timeout in seconds
between 0¢ 86400.

Termination Action

Select a terminatioraction attribute:

awSl dzu KSYuAOlIuAZ2yé _a
uUuKS [ O0Sa avSUliaXKysya Addb
a default terminatioraction attribute to the

I O0Saa LPIAWRE b 20
termination-action attribute is sent to the
access point.
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IV-6-5-3.RADIUS Accounts

The internal RADIUSvsgrver can,authenticate up to 256 user accounts. The )
aw! 5L1 { 1 O02dzyuaé LI 3IAS [ftft2ga ez2dz 0

RADIUS Accounts

User Name

Example: USER1, USER2, USER3, USER4

Enter username here

Add || Reset

User Registration List

Delete cted || Delete All

Edit User Registration List

User Name Edimax (4-16characters)

Passwor d (B-32characters)

User Name Enterthe usernameshere, separated by
commas.

Add /| tA01 a!' RRE 02 | RR U
registration list.

Reset Clear text from the user name box.

Select Check the box to select a user.

User Name Displays the user name.

Password Displays if specified user name lepassword
(configured) or not (not configured).

Customize /| Tt A01 G9RAUGE G2 2LISY
password for the specified user name (below
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Delete Selected Delete selected user from the user registrati
list.
Delete All Delete all users &im the user registration list.

Edit User Registration List

User Name Existing user name is displayed here and ca
be edited according to your preference.
Password Enter or edit a password for the specified us
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IV-6-6. MAC Filter

Mac filtering isa security feature that can help to prevent unauthorized users
from connecting to your access point.

This function allows you to define a listraftwork devices permitted to

connect to the access point. Devices are each identified by their unique MAC
address. If a device which is not on the list of permitted MAC addresses
attempts to connect to the access point, it will be denied.

A To enable MAC filtering, gotd [ 2 OF f 4 S S Q¢RI & & ¢
&R g1 RRAGAZ2Y T ahdigélects & Ui A O GsRAVbE-BLE
& IV-6-3-3).

The MAC address filtering table is displayed below:

Add MAC Addresses

Add Reset
MAC Address Filtering Table
Select MAC Address
] FC:F8:AE:43:43.TE

Delete Selected Delete All Export

Add MAC Address | Enter a MAC address of computer or networ
device manuallye® 3 ®dbb-dtidd-ee-T ®rQ
enter multiple MAC addresseseparatedwith
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commes, €.9.

Ha-bb-ccdd-ee-ff,aa-bb-ccdd-ee-ggQQ

Add /| fA01 da! RRé G2 | RR @
MAC address filtering table.
Reset Clear all fields.
!/AI-I?IQNB a SyGNJ\Sé é)&ftAv()S fv)\é
Yy SY UNE zaAy3d 0KS a{StSO0i¢ OKS
Select Deleteselected or all entries from the table.
MAC Address The MAC address is listed here.

Delete Selected

Delete the selected MAC address from the
list.

Delete All Delete all entries from the MAC address
filtering table. - )
Export / £ ABRdorE & U 2 a | abtBe MAC O 2 L,

filtering table. A new window will pop up for
you to select a location to save the file.
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IV-6-7. WMM

Wi-Fi Multimedia (WMM) is a ki Alliance interoperability certification
based on the IEEE 802.11e standard, which provides Quality af&SEpaS)
features to IEE 802.11 networks. WMM prioritizes traffic according to four
categories: background, best effort, video and voice.

WMM-EDCA Settings

WMM Parameters of Access Point
CWMin CWWMax AIFSN T=OP

10 7

6 3 0
4 1 94
3 1 a7

Back Ground
Best Effort
Video

S RIS E i Y

Voice

WMM Parameters of Station
CWMin CWWMax AIFSH T=0OP

10
10
4
3

Back Ground
Best Effort
Video 94

47

[SS RS R R CNR Y
P | || e || =
=

Voice

Configuring WMM consists of adjusting parameters on queues for different
categories of wireless traffic. Traff&sent to the following queues:

Background |Low High throughput, non time sensitive bulk
Priority data e.g. FTP

Best Effort |Medium Traditional IP data, medium throughput and
Priority delay.

Video High Time sensitive video data with minimum
Priority time delay.

Voice High Time sensitive data such as VolP and
Priority streaming media with minimum time delay.

Queues automatically provide minimum transmission delays for video, voice,
multimedia and critical applications. The values can further be adjusted
manually:

CWMin Minimum Contention Window (milliseconds):
This value is input to the initial random

backoff wait time algorithm for retry of a data
frame transmission. The backoff wait time wil
be generated between 0 and this value. If the
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frame is not ent, the random backoff value is
doubled until the value reaches the number
defined by CWMax (below). The CWMin valu
must be lower than the CWMax value. The
contention window scheme helps to avoid
frame collisions and determine priority of
frame transmis®n. A shorter window has a
higher probability (priority) of transmission.
CWMax Maximum Contention Window (milliseconds);
This value is the upper limit to random
backoff value doubling (see above).

AIFSN Arbitration InterFrame Space (milliseconds):
Specifies additional time between when a
channel goes idle and the AP/client sends
data frames. Traffic with a lower AIFSN value
has a higher priority.

TxOP Transmission Opportunity (milliseconds): The
maximum interval of time an AP/client can
transmit. Th makes channel access more
efficiently prioritized. A value of 0 means only
one frame per transmission. A greater value
effects higher priority.
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I\V-7. Local Settings
IV-7-1. Operation Mode

Set the operation mode of the access point. AP mode is a slamelaccess
point, AP controller mode acts as the designated master of the AP array, and
Managed AP mode acts as a slave AP within the AP &eagater mode acts

as a wireless repeater.

Operation Made

Operation Mode AP Controller Mode
[AP Mode ]
|Managed AP mode | Apply || Cancel

IV-7-2. SystemSettings

IV-7-2-1. System Information

CKS G{LyFRNYWI GA2Yy ¢ LI 3IS
access point.

AaLIX lea ol

0«

Model

S .
MAC Address 80:1F:02:00:00:00
Management VLAN ID 1
IP Address 182.168.0.108 | Refresh |
Wired LAN Port Status VLAN Mode/ID
LAMN1 Connected (100 Mbps FullDuplex) Untagged Port / 1
System
Model Displays the model number of the access
point.
Product Name Displays the product name for reference,
g KAOK O2z2yaAaduva 2F 4!
Uptime Displa the total time since théevice was
turned on.
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Boot From Displays information for the booted
hardware, booted from either USB or intern;
memory.

Version Displayghe firmware version.

MAC Address Displayghel OO0Saa LIR2AY(lQa

Management \LAN | Displayghe management VLAN ID.

ID

IP Address Displays the IP address of thisvice.Click
GWSTFNBaKe G2 dzLRIEGS

Default Displays the IP addresstbt default

Gateway gateway

DNS IP address of DNS (Domain Name Server)

DHCP Server

IPaddress of DHCP Server.

Wired LAN Port Settings

Wired LAN Port

Specifies which LAN port (1 or 2).

Status

Displays the status of the specified LAN pot
(connected or disconnected).

VLAN Mode/ID

Displays the VLAN mode (tagged or untagg
and VLAN ID fahe specified LAN port. See
IV-6-1-3. VLAN

Refresh

Click to refresh all information.
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I\V-7-2-2.Wireless Clients
¢tKS a2 ANBEtSaa /tASydaég LI IS RAALIX I &
connected to the access point on the 2.4GHz or 5GHz fregquenc

Refresh time

Auto Refresh time * 5 seconds 1 second Disable

Manual Refresh Refresh

2.4GHz WLAN Client Table

551D MAC Address Tx Rx

1 F&:7B:8C:1F:2D:61 3.6 KBytes 7.6 MBytes 100 14 hours 29 min 30 secs 0 Amped Wireless

5GHz WLAN Client Table

Signal Connected Idle

551D MAC Address Tx Rx (%) Time Time

Vendor

Mo wireless client

Refresh time

Auto Refresh Time | Select a time interval for the client table list
automatically refresh.

Manual Refresh Click refresh to manually refresh the client
table.

2.4GHz (5GHz) WLAN Client Table

SSID Displays the SSID which the client
connected to.

MAC Address Displays the MAC address of the client,

TX Displays the total data packets transmitted
the specified client.

RX Displays the total data packets received by
the specified client.

Signal (%) Displays the wireless signatength for the

specified client.
Connected Time Displays the total time the wireless client ha
been connected to the access point.

Idle Time Client idle time is the time for which the clie
has not transmitted any data packets i.e. is
idle.

Vendor TS OSYR2NJ 2F GKS Of |

displayed here.
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I\V-7-2-3. Wireless Monitor

Wireless Monitor is a tool built into the access point to scan and monitor the
adzNNRBRdzy RAYy3d gANBt Saa SYBANRBRYYSYyuod {
display a lisof all SSIDs within range along with relevant details for each SSID.

Wireless Monitor

Site Survey * Wireless 2.4G/ 56 240G 5G Scan

Channel Survey result Export

Wireless 2.4GHz ( 112 Accesspoints )

Ch SSID MAC Address Security Signal (%) Type Vendor

1 00:18:04:D3:4C:F0 WPRATPSKWPAZPSK /TKIPAES 84 bigin Meraki, Inc.

1 11111 00:AABB:02:01:E0 MONE 97 blg/in Unknown

1 13213136 26:0A:38:00:20:40 MOMNE 98 bigin Unknown

1 22222 02: A% BB:02:01:E0 MONE 96 big/in Unknown

1 EA3500-2.4G CED07:19:2C9F1F WPAZPSK/AES 100 blg/n Cisco Consumer Preducts, LLC

Wireless Monitor

SiteSurvey Select which frequency (or both) to scan, ar

Of AO1l G{OFyé¢ G2 06S3)
Channel Survey l FGOSNI I a0y Aa 0O2Yl
Result the resultsto local storage.

Site Survey Results

Ch Displayghe channel number used by the
specified SSID.

SSID Displayghe SSID identified by the scan.

MAC Address Displaygshe MAC address of the wireless
router/access point for the specified SSID.

Security Displays the authentication/encryption type
of the specified SSID.

Signal (%) Displays the current signal strength of the
SSID.

Type Displays the 802.11 wireless networking
standard(s) of the specified SSID.

Vendor Displays the vendor of the wireless
router/access point for the specified SSID.
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IV-7-2-4. Log

This information is useful for network administratoB3splaysa detailed
information log of users and activity on the netwolR, Date and Time of
entry, Category of entry, Sevetitysers Event/Activities details

A When the log is full, old entries are overwritten.

All Events/Activities

Search [CI match whole words
IDw Date and Time Category & Severity & Users & Events/Activities
520 2015/11/06 15:22:57 NKWS Low admin Managed AP(74:04:38:03:23:8C) connect successfully
679 2015/M1/06 15:22:54 NMS Low admin Managed AP(80:1F:02:CC:DD: 10} connect successfully
678 2015/11/06 15:22:25 NWS Low admin Managed AP(74:0/4:38:03:23:9C) was disconnected
877 2015/11/06 15:22:22 NKWS Low admin Managed AP(80:1F:02:CC.DD:10} was disconnected
676 2015/11/06 15:21:50 NKWS Low admin Managed AP(74:D4:38:27:18:54) connect successfully
875 2015/11/06 15:21:33 NKWS Low admin Managed AP(74:D4:38:31:27:B3) was disconnected
§74 201511406 15:21:30 NMS Low admin Managed AP(74:0:4:38:31:27:BA) was disconnected
673 2015/11/06 15:21:24 NKWS Low admin Managed AP(74:D4:38:31:27:BB) was disconnected
872 2015/11/06 15:20:42 NKWS Low admin Managed AP(80:1F:02:CC.DD:10} was disconnected
671 2015/11/06 15:19:36 NMS Low admin Managed AP(74:0:4:38.03:23:9C) was disconnected
870 2015/M1/06 15:19:33 NMS Low admin Managed AP(74:0:4:38:27:18:54) was disconnected
669 2015/11/06 15:19:21 NWS Low admin Managed AP(00:A4A:BB:CC.DD:30) was disconnected
668 2015/11/06 15:19:18 NKWS Low admin Managed AP(74:D4:38:27:18:42) was disconnected
867 2015/11/06 15:19:12 NKWS Low admin Managed AP(00:A4:BB:CC.DD:70) was disconnected
666 2015/11/06 15:19:00 NMS Low admin Managed AP(74:0,4:38:00:00:24) was disconnected
665 2015M1/06 15:18:47 NMS Low admin Managed AP(74:0:4:38:03:23:9C) connect successfully
664 2015/11/06 15:18:46 NKWS Low admin Managed AP(00:A4:BB:CC:DD:30) connect successfully
663 2015/11/06 15:18:46 NKWS Low admin Managed AP(80:1F.02:CC.DD:10} connect successfully
662 2015/11/06 15:18:45 NMS Low admin Managed AP(00:AA:BB:CC.DD:70) connect successfully
661 2015/11/06 15:18:15 NMS Low admin Managed AP(74:0:4:38:03:23:9C) was disconnected

[(Swe | [ Car | [ Refiesh | = gt0esl ~ (]

Save Click to save the log as a file on your local
computer.

Clear Clear all log entries.

Refresh Refresh the current log.
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IV-7-3. Management

IV-7-3-1. Admin

You carchange the password used to login to the browbased

configuration interface here. It is advised to do so for security purposes.

If you change the administrator password, please make a note
_, of the new password. In the event that you forget this
A passwod and are unable to login to the browser based
configuration interface, sed¢V-7-4-4. Factory Defaulfior how to
reset the access point.

Aceount te Manage This Device

Administrator Name

Administrator Password

Apply

Advanced Settings

Product Name
HTTP Port

HTTPS Port

Management Protocol

SNMP Version

SNMP Get Community
SNMP Set Community
SNMP Trap

SNMP Trap Community

SNMP Trap Manager

Apply

..... (4-32Characters)

..... (Confirm)

APODAABECCDD10

80 (80, 1024-55535)
443 (443, 1024-85535)
HTTP
4 HTTPS
¥ TELNET
5SH
SHMP
viflvize v
public
private
Dizabled ¥
public

Account to Manage This Device

Administrator
Name

{SG GKS 00Saa LAY
This is used to log o the browser based

configuration interface and must be between
4-16 alphanumeric characters (case sensitive

Administrator
Password

{SG GKS | O00Saa LRAY.
This is used to log in to the browser based
configuration interface andust be between
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4-32 alphanumeric characters (case sensitive

Advanced Settings

Product Name Edit the product name according to your
preferenceconsisting ofl-32 alphanumeric
characters This name is used for reference

purposes.

HTTP Port Specify a ATP port for management.

HTTPS Port Specify a HTTPS port for management.

Management Check/uncheck the boxes to enable/disable

Protocol specified management interfaces (see below
When SNMP is enabled, complete the SNMF
fields below.

SNMP Version SelectSNMP version appropriate for your
SNMP manager.

SNMP Get Enter an SNMP Get Community name for

Community verification with the SNMP manager for
SNMPGET requests.

SNMP Set Enter an SNMP Set Community name for

Community verification with the SNMP managfar
SNMPRSET requests.

SNMP Trap Enable or disable SNMP Trap to notify SNMF
manager of network errors.

SNMP Trap Enter an SNMP Trap Community name for

Community verification with the SNMP manager for
SNMPTRAP requests.

SNMP Trap Specify the IRddress or sever nam@-(128

Manager alphanumeriacharacter$ of the SNMP
manager.

HTTP

Internet browser HTTP protocol management interface

HTTPS

Internet browser HTTPS protocol management interface

TELNET

Client terminal with telnet protocol management interéac

SSH

Client terminal with SSH protocol version 1 or 2 management interface
SNMP
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